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SUMMARY

Summary

T

his second annual report of the Observatoire de la sécurité des moyens de paiement
(OSMP, the Observatory for the Security of Payment Means) presents the significant
progress made in the area of fraud prevention.

The primary illustration of this progress is the marked decline in the annual value of payment
means fraud in France, which fell to EUR 744 million in 2017, down EUR 54 million year‑on‑year.
This trend is discussed in greater detail in Chapter 2. For all modern, dematerialised or
electronic payment means (based on cards, credit transfers or direct debits), fraud fell, despite
the increase in payment flows.
• While cards remained the most widely used cashless payment instrument, card payment
fraud (EUR 361 million, or 48% of cashless payment fraud) fell significantly, notably for
card-not-present (CNP) payments to French merchants. Indeed, the card fraud rate declined
considerably for the sixth consecutive year and hit a record low of 0.161%, even though
it remained higher than the fraud rates for point-of-sale payments (0.008%), contactless
payments (0.020%) and ATM withdrawals (0.027%), which were all almost unchanged.
The decrease in CNP payment fraud, which fell by EUR 18 million to EUR 200 million,
associated with the growth in payment flows, almost fully accounts for the decline in cash
payment fraud at the national level. This decline brought the fraud rate to 0.033%, which is
its lowest level since 2010.
• Significant progress was also made on international card transaction fraud. For the first
time since 2011, fraud related to this type of payment was down, for both intra-European
transactions and transactions with the rest of the world. For French cardholders, the amount
of fraud incurred on cross-border transactions decreased by EUR 21 million over the year, to
stand at EUR 161 million, or a record low fraud rate of 0.281%.
• Direct debit fraud also decreased spectacularly, falling from EUR 40 million to EUR 9 million
in 2017. A similar movement, albeit to a lesser degree, was also observed for credit transfer
fraud, which came down from EUR 86 million to EUR 78 million between 2016 and 2017.
Fraud rates for these means of payment were extremely low, standing at 0.0006% and
0.0003% respectively.
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Contrary to modern payment means, cheque fraud rose by almost EUR 25 million to
EUR 296 million in 2017, compared with EUR 272 million one year earlier. This development,
together with a 7% fall in the value of cheques used between 2016 and 2017, meant that the
cheque fraud rate rose to 0.029% from 0.025% in 2016. While cheques remain the second
most targeted payment instrument in terms of fraud, and their share in the total amount
of fraud reached 40% in 2017 (against 34% in 2016), moving closer to that of cards (48%
in 2017), they are nevertheless far less widely used. Cheques account for just 8% of the
number of cashless transactions, compared with 58% for cards.
This observation reinforces the core objectives of the national cashless payment strategy,
i.e. promoting the development of innovative payment means and secure payment solutions
– such as cards or credit transfers, and soon instant credit transfers – as an alternative to cheques.
The significant progress observed for dematerialised or electronic payment means largely
stems from improvements in fraud prevention. By contrast, cheques remain vulnerable
because it is harder to implement fraud prevention tools for this instrument. The main drivers
of the progress observed for electronic payment means are:
• the increasing use of customer authentication solutions for internet payments, in particular
via the 3D-Secure protocol for card payments;
• the development of scoring methods, i.e. expert systems capable of assessing the risk
level of a given transaction on the basis of its characteristics (customer's habits, location,
equipment used, etc.), by both players in the payments industry and by merchants.
These fraud prevention tools, whose development has been promoted since 2008 by
the Observatory, are now part of the security requirements set out in the framework of
the second European Payment Services Directive (PSD 2), which entered into force in
January 2018 across the European Union. While France has already made strides in this
area, a more widespread deployment of these tools and the harmonisation of practices in
Europe should result in an additional reduction in fraud both at the national level and within
the European Union.
Aside from enhancing the security of online payments, PSD 2 also provides for the implementation
of a secure framework for the provision of innovative payment services, such as payment

8
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initiation and account information aggregation. Given the structural importance of PSD 2
concerning the security of payments, Chapter 1 of this report provides an accessible and
operational analysis, aiming in particular to clarify how a number of these provisions are to
be implemented.
Lastly, to supplement the work carried out by the Observatory in previous years relating to
its technology watch in the area of the security of card-related technical devices (payment
terminals, online payments, CNP payments, mobile solutions, etc.), Chapter 3 examines
the security provisions for SEPA payment instruments (credit transfers and direct debits).
Aside from the need to ensure that PSD 2 requirements are properly applied (authentication,
transaction scoring, etc.), the Observatory has identified a number of specific issues related
to the security of payment data such as the account number (IBAN) and to user awareness.
The Observatory urges market players to pay particular attention to these issues when
defining SEPA-based payment solutions.
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1

The impact of PSD 2 on payment security

1.1 Introduction
Regulatory convergence in the
payment market is an essential factor
for payment market integration in
Europe. It complements major policy
initiatives such as the introduction
of euro notes and coins and the
implementation of SEPA payments.1
The first European directive on
payment services and the two
European directives on e‑money,
adopted in the 2000s, aimed to provide
a harmonised framework for the
regulation of payments transactions
in Europe, while strengthening
both consumer protection and
competition in this market.
The second European Payment
Services Directive (PSD 2), adopted
on 25 November 2015 and entering
into force on 13 January 2018, serves
as an extension of the previous
directives, broadening the scope
of regulated payment services to
include new services and players
while improving the security
requirements applicable to payment
market players. In particular, the

directive generalises the use of strong
payer authentication for electronically
initiated payment transactions.
To allow for flexibility and scalability
in the application of PSD 2, the
European Commission adopted
an approach based on two levels
of regulations:
• on the one hand, the directive
itself and its transposition at the
national level, which lay out the
framework and the general principles
of the regulation;
• on the other hand, second level
legislation, i.e. guidelines, the drafting
of which was entrusted to the
European Banking Authority (EBA),
consisting of regulatory technical
standards prepared by the EBA
and adopted by the European
Commission, serving to specify the
terms of implementation and the
requirements set out by the directive.
With regard to secure payment
services, the EBA was charged with
drafting or preparing the following

documents, in close collaboration with
the European Central Bank (ECB):
• a regulatory technical standard
(RTS) specifying: (i) the requirements
and exemptions applying to
strong customer authentication;
(ii) requirements concerning the
protection of the personalised security
credentials (logins and passwords);
and (iii) technical and operational
conditions under which account
servicing payment service providers
(PSP), third‑party PSPs (“payment
initiators” and “information
aggregators”) and account holders
may communicate securely;2
• guidelines on security measures
for operational and security risks;3
1 Single Euro Payments Area.
2 Commission Delegated
Regulation (EU) 2018/389 of 27 November 2017
supplementing Directive (EU) 2015/2366 of the
European Parliament and of the Council with
regard to regulatory technical standards for
strong customer authentication and common
and secure open standards of communication.
3 European Banking Authority Guidelines
of December 2017 (EBA/GL/2017/17) on the security
measures for operational and security risks of
payment services under Directive (EU) 2015/2366.
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• guidelines on reporting
major incidents to national and
European authorities;4

the provision of payment services
within the European Union (EU).
Its regulatory framework applies to:

• guidelines on fraud statistics.5

• electronic payment transactions
in the currency of a Member
State where both the payer’s and
the payee’s payment services
providers (PSP) are located within
the European Union;

Finally, it should be noted that this
new directive becomes applicable
at the European level concomitantly
with both the General Data Protection
Regulation (GDPR),6 and the directive
on security of network and information
systems (often known as the
NIS Directive, short for “Network
Information Security”),7 for which
transposition into French law was
anticipated in part through the loi de
programmation militaire (LPM – military
planning law) of December 2014,
which serves as a framework
for specific operations applicable
to operators of vital importance
(OVI). These two regulations also
determine the requirements
applicable, in the relevant fields, to
players in cashless payment means.

1.2 PSD 2 general framework
Transactions covered by PSD 2
Article 2 of PSD 2 sets out the
scope of the directive. It covers

12

• electronic payment transactions
in the currency of a non‑Member
State where both the payer’s and
the payee’s PSPs are located within
the European Union;
• partially, electronic payment
transactions in any currency where
only one payment service provider
(that of the payer or that of the payee)
is located within the European
Union, in respect to those parts
of the payment transaction which
are carried out in the Union (e.g. a
payment transaction denominated
in dollars between two PSPs, one
of which is located in France and the
other in the United States).
The directive thus distinguishes
between intra‑European
transactions, i.e. those carried out
exclusively by PSPs located within
the European Union, known as
“two legs” (cases 1 and 2), and

transactions involving a PSP located
outside the Union, known as “one
leg” (case 3). Given the difficulty of
imposing regulatory requirements
on players outside Europe, the
provisions of PSD 2 concerning
strong authentication processes
do not apply to “one leg” payment
transactions, regardless of the
payment instrument used.

New players and payment services
PSD 2 extends the status of PSP
to third‑party players with access
to accounts held by account
servicing PSPs (mainly banks) to
provide payment initiation or account
information services (“aggregation”
of information).

4 European Banking Authority Guidelines
of 27 July 2017 on major incident reporting
under Directive (EU) 2015/2366 (EBA/GL/2017/10).
5 Currently under preparation.
6 Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to
the processing of personal data and on the free
movement of such data, and repealing
Directive 95/46/EC (General Data
Protection Regulation).
7 Directive (EU) 2016/1148 of the European
Parliament and of the Council of 6 July 2016
concerning measures for a high common level
of security of network and information systems
across the Union.
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• The payment initiator acts as an
intermediary with the ability to initiate
payments, generally credit transfers, on
behalf of the account holder from the
latter's online account management
space. It offers its payment solution
to merchants and creditors as
a possible alternative to card or
electronic wallet‑based payments.
• The information aggregator
provides a service consisting in
consolidating information from
different payment accounts that
an account holder may have with
other account servicing PSPs.

These activities, which until now have
been performed outside any regulatory
framework for payments, presented
a high level of fraud risk insofar as
they required users to disclose to third
parties their personalised security
credentials allowing access to online
payment accounts. In this new
framework, the directive implements
a mechanism to ensure secure
communication of data between PSPs
and safeguard the confidentiality of
the users' personalised security
credentials. From a technical and
security standpoint, the regulatory
requirements are set out in the

regulatory technical standards (RTS)
provided in the “Secure interface”
paragraph in the section entitled
“Security requirements set out
in regulatory technical standards”.

A framework
for new service providers
Provision of payment initiation or
account information services is
subject to approval by the relevant
supervisory authority: in France, this
role is assigned to the Autorité de
contrôle prudentiel et de résolution

Box 1

Payment services within the meaning of the Directive
There are eight payment services within the meaning of the second European Payment Services Directive (PSD 2).
1. Services enabling cash to be placed on a payment account as well as all the operations required for operating a payment account.
2. Services enabling cash withdrawals from a payment account as well as all the operations required for operating a payment account.
3. Execution of payment transactions, including transfers of funds on a payment account with the user’s payment service provider or with another
payment service provider:
a) execution of direct debits, including one-off direct debits;
b) execution of payment transactions through a payment card or a similar device;
c) execution of credit transfers, including standing orders.
4. Execution of payment transactions where the funds are covered by a credit line for a payment service user:
a) execution of direct debits, including one-off direct debits;
b) execution of payment transactions through a payment card or similar device;
c) execution of credit transfers, including standing orders.
5. Issuing payment instruments and/or acquiring payment transactions.
6. Money remittance.
7. Payment initiation services.
8. Account information services.
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(ACPR – the French Prudential
Supervision and Resolution Authority)
and to the Banque de France for
assessment of compliance with the
security requirements applicable to
the proposed payment services.
Applications are submitted
to the ACPR according to
two distinct procedures.
• Payment initiation ser vice
providers (PISP) must obtain
a u t h o r i s a t i o n a s p ay m e n t
institutions. If the applicant receives
no response within the three
months following the application
for authorisation, the request is
deemed rejected.
• Account information service
providers (AISP) must apply for
registration, with failure of the ACPR
to respond within the three months
following the application deemed to
constitute approval.
In both cases, the ACPR solicits the
Banque de France, which must issue
an opinion regarding the security of
the services offered. This opinion
includes three analytical components:
• the arrangements for ensuring
the security of the technical means
to be used;

14

• the human and organisational
resources implemented or planned
to combat fraud;
• the means employed to ensure
continued operation.
In addition to security concerns,
aggregators and payment initiators
must comply, in their dealings
with the ACPR, with prudential
requirements set out in the
Code monétaire et financier (the
French Monetary and Financial
Code) and clarified by an order
from the Minister of Finance. 8
These prudential requirements
are proportional, and thus limited,
as the institutions in question do
not handle funds. They are also
required to take out professional
liability insurance due to the specific
cybersecurity risks they face.
It should be noted that payment
initiation and account information
services may also be provided by
credit institutions, as well as by
payment and electronic money
institutions, which must submit to an
accreditation extension procedure.
Finally, the institutions authorised to
carry out these payment services
by another Member State of the
European Economic Area (EEA)
are also entitled to carry out their

activities in France, provided that
the competent authority in their
home country sends a notification
file to the ACPR: this is the principle
of the European financial passport.
Institutions authorised to provide
these services by the ACPR, as well
as institutions for which the ACPR
has received notification under the
European passport mechanism,
are indexed in the Financial
Firms Register.9
As is the case for payment
institutions, the accreditation/
registration of PISPs and AISPs
may be revoked if they cease
to carry out their activity, but
also, and in particular, if the said
authorisation was granted on the
basis of erroneous information, or
if the institution ceases to fulfil the
criteria entitling it to accreditation/
registration. Thus, in the event of
a change in business operating
conditions, the PSP must notify
the ACPR for their situation to
be reviewed.

8 Order of 31 August 2017 amending the order
of 29 October 2009 on prudential regulation of
payment institutions.
9 See https://acpr.banque-france.fr/en/
authorisation/register-financial-institutions
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Box 2

Information required in an application for authorisation as a payment institution
The information required in an application for authorisation or registration as a payment service provider (PSP)
have been set out in dedicated guidelines issued by the European Banking Authority,1 which have been detailed
in the standard application form used in France.
Thus, after submitting its proposal to the ACPR’s authorisations division, any French institution wishing to obtain
payment institution status must complete a standard application form provided by the ACPR, and attach the
following supporting documents:
1. a programme of operations* setting out the type of payment services envisaged;
2. a business plan including a forecast budget calculation for the first three financial years;*
3.	evidence that the payment institution holds the required initial capital (EUR 50,000 for payment initiation services);
4.	for the institutions concerned, i.e. institutions offering one or more of payment services 1 to 6 (see Box 1),
a description of the measures taken to safeguard payment service users’ funds;
5.	a description of the governance arrangements and internal control mechanisms;*
6.	a description of the procedure in place to monitor, handle and follow up on security incidents and security‑related
customer complaints;*
7.	a description of the process in place to file, monitor, track and restrict access to sensitive payment data;*
8.	a description of business continuity arrangements, including a procedure to regularly test these plans;*
9.	a description of the principles and definitions applied to the collection of statistical data on performance,
transactions and fraud;
10.	a security policy document, including a detailed risk assessment of the services it intends to provide and a
description of relevant security control and mitigation measures;*
11.	description of the internal control mechanisms in place to comply with obligations in relation to money
laundering and terrorist financing;
12.	a description of the applicant’s structural organisation, of any agreements to participate in an international
and/or outsourcing system, and, where applicable, of verifications performed on its agents;*
* Information to be provided in connection with an application for registration as an AISP, for which a streamlined procedure is available.
1 See https://www.eba.europa.eu/documents/10180/1904583/Final+Guidelines+on+Authorisations+of+Payment+Institutions+%28EBA-GL-2017-09%29.pdf

.../...
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13.	the identity of persons holding any qualifying holdings in the applicant, the size of their holdings and evidence
of their reputation and financial position;
14.	the identity of directors and persons responsible for the management of the payment institution (evidence
of their good repute, competence and experience) and, where relevant, of the person responsible for the
management of the payment services activities;*
15. where applicable, the identity of the statutory auditor(s);
16.	the applicant’s legal status and articles of association;*
17.	the address of the applicant’s head office;*
18.	a description of its audit and organisational arrangements* (see points 4, 5, 6 and 12).
* Information to be provided in connection with an application for registration as an AISP, for which a streamlined procedure is available.

Each month, the ACPR official
register contains a list of institutions
for which accreditation or registration
has been revoked.10
The table opposite presents the
various procedures through which
financial players are authorised to
provide payment initiation or account
information services in France.

Consumer protection measures
Consumer protection is a key
objective of the directive, particularly
concerning the payer's right to a
refund, to be provided by the account
servicing PSP (ASPSP), in the event of
an unauthorised payment transaction:
should payers (account holders)

16

Applicant status
New applicant

Procedure
Application for approval as a payment
institution (payment initiation
services) or for registration (account
information services)

Steps required
Submission of the application
to the ACPR, which examines it
in conjunction with the Banque
de France within three months

Applicant approved by the
ACPR as a credit institution

Already authorised to offer
these services

No additional steps

Applicant approved by the
Application for extension of approval
ACPR as a payment institution
or electronic money institution

Applicant approved as a
PSP or account information
provider in an EEA
member country

Procedure for freedom
to provide services

Submission of an application for
extension of approval to the ACPR,
which examines the application in
conjunction with the Banque de France
within three months
Submission of the file to the
competent authority of the Member
Country, which reviews it and decides
whether to forward it to the ACPR

Note: ACPR – Autorité de contrôle prudentiel et de résolution (French Prudential Supervision and Resolution
Authority) and EEA – European Economic Area.

notice that a payment transaction
that they did not authorise has been
debited from their account, they must
inform their ASPSP without delay,
and no later than thirteen months

from the debit date. Except in
cases of fraud or gross negligence
10 See https://acpr.banque-france.fr/pagetableau-filtre/registre-officiel
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on the part of the payer, he or she
will be reimbursed by the ASPSP.
To encourage payers to report
unauthorised payment transactions
as soon as possible, payers may have
to bear up to a maximum of EUR 50
of the financial losses linked to such
fraudulent transactions until such time
as the unauthorised payments are
reported. However, this “deductible”
cannot be applied if: (i) the lost or
stolen payment instrument was
used without entering personalised
security credentials, or (ii) the loss,
theft or misappropriation of the

payment instrument could not be
detected by the payer in advance,
or (iii) the contested transactions
are due to actions or negligence
on the part of a person under the
responsibility of the PSP.
The refund must be made no later
than the end of the business day
following the notification, except
where the ASPSP has just cause
to suspect fraud on the part of the
payer. In this case, the ASPSP may
proceed with certain verifications
before carrying out or refusing the

refund. To prevent abuse, ASPSPs
must inform the Banque de France of
the reasons for delaying the refund.
For the sake of simplifying the
refund processes, the ASPSP is
the customer's sole contact in the
event of an unauthorised transaction
involving a payment initiation service
provider (PISP). The ASPSP is
responsible for refunding the payer
and may pursue the PISP if it believes
the latter to be liable for the payment
transaction. The PISP must in that
case indemnify the payer's ASPSP.

Box 3

The second European Payment Services Directive (PSD 2)
and the General Data Protection Regulation (GDPR):
focus on consent, information and individuals’ rights
The GDPR applies in its entirety to the processing of personal data by payment service providers (PSPs),1 regardless
of whether such processing falls within the scope of PSD 2. For example, PSPs must comply with requirements
pertaining to documentation (register and data protection impact assessment, where applicable), data relevance
in relation to the objective pursued, prior information regarding the characteristics of the processing, and finally,
observance of rights of access, opposition, etc.
To the extent that the GDPR constitutes the general regulatory framework governing the protection of personal
data, the relevant provisions of PSD 2 must be interpreted in the light of this general framework. However, certain
provisions in PSD 2, such as those relating to the explicit consent of the user referred to in Article 94, seem to refer
to obligations of a different nature from those set out in the GDPR in this area. A clarification by the competent
bodies on these intersections between the two regulations, primarily at the European level, seems desirable in
order to ensure uniform operational implementation by market players.
1 Recital 89 of PSD 2 states that “Provision of payment services by the payment services providers may entail processing of personal data. Directive 95/46/EC of
the European Parliament and of the Council (abrogated by the GDPR), the national rules which transpose Directive 95/46/EC and Regulation (EC) No 45/2001 of the
European Parliament and of the Council are applicable to the processing of personal data for the purposes of this Directive”.
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Should the PISP deny liability, it must
provide proof that the transaction in
question was indeed authenticated
and recorded and was not affected
by a technical failure.
Furthermore, if the beneficiary of
the payment transaction or its PSP
requested not to use the strong
authentication process proposed
by the ASPSP, the former must
compensate the payer's PSP for the
harm suffered. On the other hand,
the payer's PSP is liable if it chose
of its own accord not to apply the
strong authentication process.
The directive requires PSPs to make
available to their customers effective
claims procedures allowing them to
exercise their rights under PSD 2,
with assurance of a response
within two weeks. A procedure
to file claims with the authorities
– i.e. the ACPR in France – to report
any failures to comply with PSD 2
must also be made available.
Should the customer claims
procedures prove inadequate, the PSP
must inform the customer of at least
one extra‑judicial body competent
to handle the dispute. Finally,
extra‑judicial dispute settlements
must apply independent, impartial,
effective and transparent procedures.

18

1.3 Security requirements
set out in RTS
Article 98 of PSD 2 provides that
the “EBA shall, in close cooperation
with the ECB and after consulting all
relevant stakeholders, including those
in the payment services market,
reflecting all interests involved,
develop draft regulatory technical
standards addressed to payment
service providers […] specifying:
• the requirements of the strong
customer authentication […];
• the exemptions from the
application of strong customer
authentication […];
• the requirements with which
security measures have to
comply […] in order to protect the
confidentiality and the integrity
of the payment service users’
personalised security credentials;
• and the requirements for common
and secure open standards of
communication for the purpose
of identification, authentication,
notification, and information, as
well as for the implementation
of security measures, between
account servicing payment service
providers, payment initiation service

providers, account information
service providers, payers, payees and
other payment service providers.”
These regulator y technical
standards (RTS) specify the
security requirements governing
the provision of payment services,
adjusted to take account of recent
developments on the payment
market. In accordance with PSD 2,
the drafting of these RTS, carried out
under the auspices of the European
Forum on the Security of Retail
Payments (SecuRe Pay), involved
regular and concerted interaction
with the market (publication of a
discussion paper, followed by a
public consultation), while upholding
a principle of technological and
commercial neutrality.
The final version of the RTS
was released by the European
Commission on 27 November 2017,
and formally published in the Official
Journal of the European Union
on 13 March 2018. Considering
the timeline set out by the
directive, these RTS will apply as
of 14 September 2019 – with the
exception of clauses pertaining
to the provision of technical
documentation and trial versions of
secured interfaces, which will enter
into force on 14 March 2019.
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Strong authentication
PSD 2 requires the use of a system
of strong customer authentication
when payers access their
online payment accounts (for a
simple consultation), initiate an
electronic payment transaction
(credit transfer or card payment),
or execute an action through
a remote communication
ch a n n e l p o s i n g a h i g h r i s k
of fraud (e.g. entr y of credit
transfer beneficiary).
Strong authentication, also known as
two‑factor authentication, involves
the use of two or more items from
at least two separate authentication
factor categories among the
following three:
• “knowledge”: a piece of
information known only to the
user, e.g. a secret code, password
or personal information;
• “possession”: an object owned
only by the user and recognisable
by the PSP with no risk of error: a
card, a smartphone, a connected
watch or bracelet, a key chain, etc.;
• “inherence”: an authentication
factor specific to the user, i.e. a
biometric feature.

PSD 2 requires these items to be
independent: if one is compromised,
that must not affect the reliability of
the others. Authentication data thus
remain confidential.
With regard to remote payments,
PSD 2 adds an additional
requirement. Authentication data
must be linked to the specific
payment transaction and cannot be
reused for a subsequent transaction:
• the authentication code generated
for the transaction is specific to the
amount and beneficiary identified;
• any modification of the amount
or beneficiar y invalidates the
authentication code.

use strong authentication whenever
possible. In such cases, the system
of liability set out in the directive
continues to apply: a PSP located
within the European Union that does
not apply strong authentication bears
any financial losses resulting from
unauthorised payment transactions.
RTS Article 2 further mandates that
PSPs are required to implement
mechanisms to detect fraudulent
or suspicious transactions that take
into account the following factors:
• lists of compromised or stolen
authentication elements;
• the amount of
payment transaction;

e a ch

When using biometric features,
the validation key generated for
the payment transaction following
a fingerprint scan must also be a
single‑use code.

• known fraud scenarios;

Strong authentication is only
mandator y for intra‑European
p ay m e n t t r a n s a c t i o n s , i . e .
transactions for which the payer's
and beneficiary's PSPs are located
within the European Union; for
payment transactions involving a PSP
located outside the Union, the RTS
mandate that best efforts be made to

• a log of user access to
payment services.

• signs of malware infection
in any sessions of the
authentication procedure;

Exemptions
from strong authentication
The RTS provide for exemptions
allowing PSPs to opt not to apply
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Box 4

Some examples of authentication solutions
Combination of authentication
actor(s) applied
Inherence

Knowledge
Entering a PIN
+ capture of a biometric fingerprint

Possession

Payer’s card or mobile + PIN

Knowledge

Username + PIN

Possession
Reading a biometric fingerprint on a
terminal recognised as belonging to
the payer
Reading a card, key-ring, mobile, etc.,
without entering a PIN or fingerprint
(example: contactless payment)

Inherence
Reading a biometric fingerprint on a
terminal not recognised as belonging
to the payer

Single-factor authentication solutions (one factor category)
Strong authentication solutions (combination of two factor categories)

What is the status for single-use password authentication with respect to PSD 2?
The main solution used in France for online card payment authentication is based on the transmission of a confidential
single-use code – an SMS-OTP (one time password) – to the cardholder, in addition to the entry of payment card data
(number, expiry date, security code, or even the cardholder’s given name and surname). Entering this confidential
code through the 3D-Secure protocol, in a dedicated web browser window, validates the payment transaction.
In its Opinion on the implementation of the RTS (regulatory technical standards) published on 13 June 2018,1 the
European Banking Authority (EBA) notes that this authentication method is based on only one factor: possession
of the cardholder’s mobile phone, which is used to receive the validation code; the card data required to initiate
the transaction cannot be considered as a second factor.2 As this authentication method generally does not
involve either biometric or knowledge factors, it should be regarded as an authentication method that does not
comply with the requirements of the second European Payment Services Directive (PSD 2), which provides for
the use of two different categories of authentication factors.
The dominant status in France of SMS-OTP authentication, which has enabled significant gains in terms of combating
online payment fraud (see Chapter 2), raises the question of migration to other authentication solutions that are fully
compatible with PSD 2 and RTS requirements. Beyond the interpretation provided by the EBA, it thus appears necessary
to enlist the participation of stakeholders within the Observatory in order to define a roadmap for the modalities of
this migration, from both the technical point of view and for the support of stakeholders, traders and consumers alike.
1 See Opinion EBA-Op-2018-04: https://www.eba.europa.eu/documents/10180/2137845/Opinion+on+the+implementation+of+the+RTS+on+SCA+and+CSC+%2
8EBA-2018-Op-04%29.pdf
2 The card number, security code and expiry date cannot be considered knowledge elements, as they are printed on the card and can be easily replicated.
Moreover, since the physical presence of the card is not required for remote payment, the card cannot be considered a possession factor in this type of use.
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strong authentication procedures in
a limited number of cases.
• Account consultation during a
period of 90 days following an initial
strong authentication (Article 10);
at the end of this period, a new
request for strong authentication
is required for customers to access
their accounts.
• Low‑value payments, with ceilings
established on a case‑by‑case basis,
as presented in the table opposite.
The ASPSP must ensure that
technical means are available to
enforce compliance with established
ceilings: once any of the thresholds
set by the ASPSP is crossed, strong
authentication must be implemented.
• Payments of transport fares and
parking fees at unattended terminals
(Article 12).
• Payments to trusted beneficiaries
(Article 13) listed as such by the
customer vis‑a‑vis the ASPSP.
To this end, ASPSPs must be able
to differentiate between trusted
beneficiaries identified by the account
holder and other listed beneficiaries.
• Recurring transactions initiated
by the payer (Article 14), i.e. a
series of payment transactions

Payment ceiling
in absolute value
Cumulative payment ceiling
for successive transactions

Contactless face-to-face payments
Remote payments
(Article 11)
(Article 16)
EUR 50/payment
EUR 30/payment
5 successive transactions
or a)
EUR 150 cumulative payment

5 successive transactions
or a)
EUR 100 cumulative payment

a) For the cumulative payment ceiling for successive transactions, the PSP account holder can choose
the most appropriate method.

with the same amount and to the
same payee; in such cases, strong
authentication is only required to
initiate the first payment transaction
(e.g. subscription, rent, etc.).
• Credit transfers bet ween
accounts held by the same natural
or legal person with a single ASPSP
(Article 15).
• Secure corporate payment
processes and protocols (Article 17).
• For remote payment transactions
identified by PSPs as posing a low
level of risk (Article 18) according
to the suspicious transaction
monitoring mechanisms (see above
“Strong authentication” in this
section). Use of these grounds for
exemption is governed by provisions
designed to ensure the quality of
the assessment carried out by the
payer's and payee's PSPs.

Use of these various possibilities
for exemption is subject to
monitoring, on the part of PSPs,
of fraud rates observed for each
justification for exemption from
strong authentication, as well as
for payment transactions using
strong authentication. Monitoring
must be carried out quarterly for
each payment instrument and
with a distinction made between
face‑to‑face payment transactions
and those initiated remotely. PSD 2
also provides for periodic statistical
data regarding these items to be
reported to national authorities
(see Article 3‑c).
Furthermore, PSPs must also
ensure that overall rates of fraud,
as measured for all remote payment
transactions, authenticated or
not, comply with the ceilings
established for each bracket,
presented in Box 5.
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Box 5

Conditions for applying the exemption based on risk analysis (Article 18)

Article 18 of the RTS (regulatory technical standards) sets out the necessary conditions for the determination of
a low level of risk.
• The fraud rate as measured by the payment service provider (PSP) for the type of payment transaction concerned
(i.e. in relation to the payment instrument used and the amount of the payment transaction) must be lower
than the rates shown in the table below:
Maximum permitted fraud rate for the use of the exemption under Article 18
(%)

Amount of the payment transaction
More than EUR 500
EUR 200 to EUR 250
EUR 100 to EUR 250
0 to EUR 100
Note: Average fraud rate in 2016

Remote electronic card-based payments
Remote electronic credit transfers
Article 18 exemption not authorised
0.01
0.06
0.13
0.161 for transactions in France
> 0.3 for cross-border transactions

0.0050
0.0100
0.0150
0,0003

• On the basis of a real-time analysis, the PSP did not identify any risk-aggravating factors, including:
– abnormal spending or payer behaviour;
– unusual information about the hardware or software used by the payer;
– signs of malware infection on the payment page;
– recognition of a known fraud scenario in the payment transaction parameters;
– an abnormal location of the payer;
– a high-risk location of the payee.
If the fraud rates measured by the PSP were to exceed the maximum rates allowed for two consecutive quarters, the PSP
would lose the benefit of this exemption for the tranche of amounts in question, and would therefore have to rely, as a
matter of course, on strong payer authentication, except in cases where another exemption could apply. This exclusion
ends once the PSP reintroduces, for at least one quarter, rates that are compatible with the authorised limits.
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Box 6

Clarifications with regard to the application of certain exemption factors
The conditions for using the various categories of exemption from strong authentication were clarified
by the European Banking Authority (EBA) in an Opinion1 published on 13 June 2018.
• While the appropriateness or otherwise of applying an exemption factor can be assessed by the payment service
provider (PSP) of both the payer and the payee, or even by the payee itself, the EBA has stated that the choice of
whether or not to activate the use of strong authentication rests solely with the PSPs involved in the payment;
in addition, the payer’s PSP must always have the final choice to activate the use of strong authentication if it deems
it necessary.The following table specifies the cases in which PSPs may propose that an exemption factor be applied:
RTS article

Exemption factor

Payer’s PSP

Payee’s PSP
Credit transfer

Article 10

Access to account information

Yes

Article 11
Article 12
Article 13
Article 14
Article 15
Article 16
Article 17
Article 18

Contactless payments
Unattended terminals for transport and parking
Trusted beneficiary
Recurring transactions
Credit transfer to self
Low-value payments
Secure order transfer protocols
Risk analysis

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Card
N/A

No
No
No
No
No
No
No
No

Yes a)
Yes a)
No
Yes a)
n/a
Yes a)
n/a
Yes a)

Note: n/a = not available.
a) The payer’s PSP must be the ultimate decision maker and must therefore be able to impose the use of strong authentication even where the payee’s PSP believes that the payment is
covered by an exemption factor.

• The PSP responsible for ensuring strong authentication is by definition the payer’s PSP, which may however
contractually delegate the implementation of this strong authentication to one or more third parties, such as, for
example, payment initiating PSPs or providers of portfolios of payment instruments (or wallets). In this case, however,
the payer’s PSP remains responsible for its delegates’ compliance with the requirements set out in the second
European Payment Services Directive (PSD 2) and the regulatory technical standards (RTS) for strong authentication.
1 See Opinion EBA-Op-2018-04 : https://www.eba.europa.eu/documents/10180/2137845/Opinion+on+the+implementation+of+the+RTS+on+SCA+and+CSC+%2
8EBA-2018-Op-04%29.pdf

.../...
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• The exemption under Article 13 (trusted beneficiaries) is not limited to credit transfers, and could also apply to
card payments, provided that the cardholder’s PSP is able to manage a list of trusted beneficiaries validated by
the cardholder. However, the EBA has indicated that this exemption is for the exclusive use of the payer’s PSP,
as outlined in the table above.
How do strong authentication exemptions apply to certain existing payment practices?
Split payments and flexible subscription plans: many merchants now offer their customers payment facilities in
several instalments (known as “split payments”), the amounts of which can vary over time (for example, payment
of half in one instalment, with the balance spread over four instalments, or a basket containing several goods
with different payment schedules). Similarly, certain digital or cultural services (television channels, music or
video-on-demand services, etc.) offered in the form of tailor-made subscriptions, depending on the customer’s
consumption (e.g. subscription to a television channel for two months, then return to the standard subscription
afterwards), give rise to invoicing at a predefined frequency, but for a variable amount.
The use of the payment card as a support instrument for these transactions requires that they be initiated via
the merchant or subscription service provider, in an offline process that does not involve the payer outside
the initial act of signing up for the payment facility or subscription. This makes it difficult to implement strong
authentication for each unit payment transaction.
Because of the variable amount of these payments, and despite their periodic nature, they cannot benefit from
the strong authentication exemption under Article 14 (recurring transactions), which only applies to successive
payment transactions of the same amount. The use of other exemption criteria may, however, be considered,
provided that certain conditions are met.
• Under Article 13, provided that the merchant is registered by the payer as a trusted beneficiary with his PSP
account manager.
• Under Article 16, in the event that payment transactions (particularly where subscriptions are involved) are of a
unit amount of less than EUR 30. However, this restriction limits the maximum price of the additional options
that the payer may subscribe to; moreover, certain instalments could be rejected once the payer has reached
the ceiling for consecutive payments as set out in Article 16.
• Under Article 18, once payment transactions are recognised as low risk by the payer’s PSP, which implies in
particular that the fraud rates as measured for the merchant are seen by the payer’s PSP as sufficiently low,
recourse to this exemption being dependent upon the PSP’s ability to control its level of fraud on a lasting basis.
The regularisation practices of the tourism industry: a common practice in the tourism sector consists in using
the customer’s payment card number in order to initiate payment transactions to regularise services that are
.../...
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not covered by the standard operation of the purchased package, for example: late cancellation of reservations,
consumption not included in the fixed price and not declared by the payer at the time of invoicing (hotel room
minibar, restaurant, access to ancillary services, etc.), or even material damage noted a posteriori (vehicle rentals,
furniture, etc.).
These payment transactions are generally initiated in the payer’s absence and are therefore not subject to strong
authentication. However, these practices are not explicitly exempted in the RTS2 and could in fact be considered
incompatible with PSD 2, unless the use of an exemption factor could be invoked. As such, exemptions under Article 13
(merchant registered by the payer as a trusted beneficiary) or Article 18 (transactions recognised as low risk by the
payer’s PSP) appear to be the most appropriate; nevertheless, given the purpose of these payments, challenges
by the payer are theoretically fairly common, and should act as a check on the use of both of these exemptions.
Given the difficulties in identifying an appropriate exemption framework for these payment transactions or,
on the contrary, in formally recognising their non-compliance with PSD 2, the question of the arrangements
that should apply to this type of use has been submitted to the European Banking Authority, which is expected
to provide a response to it in the context of a future list of questions/answers on the interpretation of Level 2
texts, to be published in the second half of 2018.
2 In particular because they cannot be regarded as equivalent to MOTO (mail order/telephone order) transactions that are not subject to strong authentication.

Box 7

Major change in the authentication decision tree for e‑commerce
By establishing the principle of strong authentication of payment transactions as the default setting and
allowing the account servicing payment service provider (ASPSP) to ultimately decide whether or not to apply
an exemption, the second European Payment Services Directive (PSD 2) represents a major development in the
decision‑making process in relation to authentication for online sales.
Indeed, under the current arrangements, e‑merchants can trigger strong authentication by choosing to use the
authentication facility (in the general case, the 3D‑Secure protocol) if their own assessment identifies a payment
transaction as risky.
The strong authentication provisions of PSD 2 which will apply from 14 September 2019 (after the deadline for
implementation of the regulatory technical standards – RTS) provide that strong authentication be available to
the payer’s PSP, even in situations where, from the merchant’s point of view, the payment transaction qualifies
for an exemption (for example, for a low‑value payment transaction). Indeed, if the payer’s PSP deems a payment
.../...
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transaction to be risky, it may decide to apply strong authentication even if the conditions for another exemption
have been met.
This change in the decision tree used in connection with the implementation of strong authentication may be
conducive to the exchange of information between the e‑merchant and the payer’s PSP. Indeed, by employing
the risk assessment mechanisms already in place, the e‑merchant is able to identify risk reduction factors (such
as his customer’s purchasing habits on its online site, or the use of a delivery address that has been used
previously) which, from the merchant’s point of view, could justify application of the exemption under Article 18
of the RTS (i.e. a low level of risk). If this information can be technically shared with the payer’s PSP, as provided
for in the specifications of the 3D‑Secure 2.0 protocol, it could be used to enhance the resources of the payer’s
risk assessment system and thus facilitate the application of an exemption.
Where personal data protection is concerned, safeguards must, however, be incorporated so as to ensure that
exchanges in this sphere are confined to sharing expertise and criteria for detecting anomalies or inconsistencies
which might indicate fraud or attempted fraud. At the same time, it is important to avoid communication of personal
data likely to enable direct or indirect identification of the perpetrator of the fraud or attempted fraud (in particular
by cross‑checking information), between persons operating in different sectors of activity or belonging to different
groups within the same sector (the principle of sectorisation of implementation and access to exclusion files).

Secure interface
The RTS specify the open and
secure means of communication
provided for in PSD 2 concerning
the mandatory implementation of
a secure application programming
interface (API) that must allow
for (i) the identification of the
third‑party PSP (i.e. the payment
initiator or account information
aggregator) by the ASPSP by
means of qualified certificates
within the meaning of the European
eIDAS regulation,11 (ii) the reliance
on the strong user authentication
mechanism provided by the
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ASPSP, and (iii) the initiation of
payment orders and the receipt of
information regarding the execution
of initiated payment transactions.

Should the ASPSP choose to provide
a dedicated interface, the RTS
impose a number of conditions
and requirements.

The RTS provide for a six‑month
trial period for the interface
prior to the date of application.
ASPSPs may choose between
developing an interface dedicated
to third‑party PSPs (i.e. separate
from the customer interface) and
allowing access via the customer
interface, enhanced by technical
mechanisms to ensure the
recognition and the identification
of third‑party PSPs.

• The dedicated interface must
provide a level of performance
equivalent to the user interface.
ASPSPs must develop performance
indicators in this regard.
The competent national authorities
ensure that third‑party PSPs comply
11 Regulation (EU) No 910/2014 of the European
Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for
electronic transactions in the Internal Market
and repealing Directive 1999/93/EC.
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at all times with the obligation to
use this interface and thus refrain
from using the interface reserved
for the ASPSP's customers.
• Should the dedicated interface
become unavailable or suffer a
significant loss of performance, to

ensure continuity of service ASPSPs
must allow third‑party PSPs to utilise
the user interface (according to
methods known as web or screen
scraping), with a mechanism to
identify third‑party PSPs. This must
be possible in cases where an
access request is denied five times

in a row in a 30‑second period. In the
event that this “fallback” interface is
used, third‑party PSPs must be in a
position to justify such use before
their competent national authority
(e.g. the ACPR in France) and maintain
access logs to be transmitted
upon request to the authority.

Box 8

Clarifications provided by the European Banking Authority
on the operation of the secure interface
The scope of data and services that can be accessed via the secure interface and the conditions for connection
by third-party payment service providers (PSPs) were clarified by the European Banking Authority in an Opinion1
published on 13 June 2018.
• As part of the account information service, the dedicated interface must allow access to all data relating to
payment accounts available via user interfaces (website, mobile application, etc.). In the event that these
interfaces do not have the same data depth, the secure interface must allow access to the widest data perimeter.
• For the purposes of the payment initiation service, the interface must allow access to the entire range of payment
instruments offered by the account servicing payment service provider (ASPSP) through its user interfaces.
• With the exception of the account holder’s name, information transmitted by the ASPSP to the account information
service provider (AISP) or payment initiation service provider (PISP), in connection with the provision of the
services covered by PSD 2, must not contain any other information relating to the account holder’s identity (date
of birth, address, etc.), without prejudice to compliance with the general principles relating to the protection
of personal data laid down in the General Data Protection Regulation (GPDR) and the rights of individuals.
• Outside the periods of active connection of the user to AISP services (for example, through the website of the
third‑party PSP or its mobile application), the AISP’s access to the secure interface is capped at four connections
per day, unless there is a contractual arrangement with the ASPSP authorising more frequent connection, or
even the use of an active communication mode (called push mode) whereby the ASPSP will inform the AISP
of any new movement on the user’s payment account.
1 See Opinion EBA-Op-2018-04: https://www.eba.europa.eu/documents/10180/2137845/Opinion+on+the+implementation+of+the+RTS+on+SCA+and+CSC+%2
8EBA-2018-Op-04%29.pdf
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• Competent national authorities
may nonetheless exempt ASPSPs
from the requirement of providing
a fallback interface, following
consultations with the EBA, provided
that the dedicated interface meets

the requirements set out in the RTS,
and after the six‑month trial period
specified above and three months
of normal use. The competent
national authority may withdraw this
exemption if the interface ceases

to meet the requirements set out
in the RTS and if the ASPSP is no
longer able to resolve malfunctions
within two weeks. In such cases,
the ASPSP has two months to
implement a fallback interface.

Box 9

Heading for interface standardisation in France
As part of the work of the National Cashless Payments Committee, the introduction of interfaces specific to each
account servicing payment service provider (ASPSP) has been identified as a factor contributing to fragmentation
in the market for access to payment accounts and their information, one which may hinder the development of
innovative payment aggregation or initiation services.
In order to foster the development of a common interface model for the French financial ecosystem, a working
group has been set up to determine the functionalities of a secure application programming interface (API) that
will meet the requirements of PSD 2 and, in as consensual a manner as possible, the needs identified by ASPSPs,
account information service providers (AISPs) and payment initiation service providers (PISPs).
Box 10

Protecting personal credentials in new payment services
Where a dedicated interface is used, the user of account information services will no longer necessarily have
to provide their personalised security data (online banking login credentials and password). The connection
will be automatically secured between account information service providers (AISPs, information aggregators)
and account servicing payment service providers (banks). In a manner proportionate to the level of risk to the
rights and freedoms of the persons concerned, the measures chosen may include mutual server authentication,
communication channel encryption, the sending of a receipt to the user, a right of appeal in the event of a dispute,
the management of appropriate and accessible traces by the user, etc.
It should in any event be borne in mind that the obligation to “implement appropriate technical and organisational
measures to ensure a level of security appropriate to the risk” (Article 32‑1 of the General Data Protection
Regulation – GDPR) applies to all PSPs, in their role as controllers of user data.The Commission nationale de l’informatique
et des libertés (CNIL – the French data protection body) remains fully competent to act in the event of non-compliance.
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1.4 European Banking
Authority guidelines
Guidelines on security measures
for operational and security risks
PSD 2 Article 95 mandates that
“Member States shall ensure
that payment service providers
est ablish a framework with
appropriate mitigation measures
and control mechanisms to manage
the operational and security risks,
relating to the payment services
they provide. […] EBA shall, in
close cooperation with the ECB
and after consulting all relevant
stakeholders, including those in
the payment services market,
reflecting all interests involved, issue
guidelines […] with regard to the
establishment, implementation and
monitoring of the security measures,
including certification processes
where relevant”.
The nine guidelines on operational
and security risks, published by
the European Banking Authority
on 12 December 2017, aim to
set out mandatory risk‑management
guidelines for PSPs.
Guideline 1 sets out a general
principle of proportionality applicable

to the eight subsequent guidelines,
st ating that the PSP's risk
management framework must be
proportional to its size and risk profile.
Guideline 2 states that PSPs
should establish a formal risk
management framework, including
in particular a security policy
document, a description of key
roles and responsibilities within
the institution, and the necessary
procedures and systems to identify,
measure, monitor and manage the
range of risks stemming from the
payment‑related activities of the PSP.
This framework must address the
following requirements:

to subcontractors must be set out
by contract.
Guideline 3 requires PSPs to assess
their operational and security risks.
To this end, they are obligated to
identify and classify their various
business functions, supporting
processes and internal information
assets by risk profile.
Guideline 4 requires PSPs to
implement security measures
against identified operational and
security risks, particularly by means
of measures to protect logical
and physical assets, as well as
control mechanisms.

• it must be properly documented
and updated, particularly in the event
of a major change of infrastructure,
processes or procedures and after
each major operational or security
incident affecting the security of the
payment services;

Guideline 5 requires PSPs to
implement processes and
capabilities to continuously monitor
activities and detect operational
and security incidents, as well as
procedures to report and resolve
such incidents.

• the risk management model
must be backed by an internal
control mechanism;

Guideline 6 provides for the
implementation of a business
continuity management framework
based on the identification of crisis
scenarios and associated crisis
communication and continuity
plans, as well as the testing of
the implementation capacity of
such plans.

• in the event of outsourcing,
PSPs must ensure that outsourced
activities are properly covered by
the risk governance framework; to
this end, requirements applicable

ANNUAL REPORT OF THE OBSERVATORY FOR THE SECURITY OF PAYMENT MEANS – 2017

29

CHAPTER 1
Guideline 7 requires PSPs to
implement a testing framework for all
security measures provided for in the
context of operational and security
risk management. Tests must be
conducted periodically, as well as in
the event of changes to procedures
or IT systems and changes made
following major incidents.
Guideline 8 calls for programmes
to enhance PSP teams'
awareness of operational risks
and the management framework
implemented within the institution.
Finally, Guideline 9 requires PSPs
to enhance customers' awareness
of security risks relative to the
payment services offered, as
well as the preventive measures
applied, particularly in terms of use
restrictions (e.g. payment limits,
etc.), authentication systems and the
contact point in the event of an alert.

Guidelines on reporting
major incidents
PSD 2 Article 96 sets out requirements
for reporting major operational and
security incidents encountered by PSPs:
• on the one hand, PSPs must report
major incidents to their competent

30

national authority (CNA), i.e. for
French PSPs, the Banque de France
for security incidents and the ACPR
for operational incidents;

Incident classification

• on the other hand, CNAs are
required to report such incidents to
the competent European authorities:
the European Banking Authority (EBA)
and the European Central Bank (ECB).

An operational or security incident
is defined as “a single event or
series of linked events unplanned by
the PSP, which has or will probably
have an adverse impact on the
integrity, availability, confidentiality,
authenticity and/or continuity of
payment‑related services”.

In accordance with Article 96 of PSD 2,
the methods of implementing these
requirements have been set out by
the EBA guidelines, which also specify
the incident classification methodology
and the type of information to be
reported by PSPs.

An incident is classified as
“major” if it fulfils one or more
criteria potentially indicating a
“material impact” (hereinunder:
“greater impact”) or three or more
criteria potentially indicating a
“lesser impact”.

Threshold criteria
Transactions affected

Interruption of service
Economic impact

Lower level of impact
> 10% of usual PSP transaction
volume (in terms of number
of transactions)
and
> EUR 100,000
> 5,000 of the PSP’s payment
service users
and
> 10% of the PSP’s payment
service users
> 2 hours
Not applicable

High internal escalation level

Yes

Other PSPs or relevant
infrastructure potentially affected
Reputational impact

Yes

Greater level of impact
> 25% of usual PSP transaction
volume (in terms of number
of transactions)
or
> EUR 5 million
> 5,000 of the PSP’s payment
service users
or
> 25% of the PSP’s payment
service users
Sans objet
> Max. (0.1% of Tier 1a) capital,
EUR 200,000)
or
> EUR 5 million
Yes, and a “crisis” mode
(or equivalent) is likely to be triggered
Not applicable

Yes

Not applicable

Payment service users affected

a) Tier 1 capital as defined in Article 25 of Regulation (EU) No 575/2013 of the European Parliament and of the Council
of 26 June 2013 on the prudential requirements for credit institutions and investment firms and amending
Regulation (EU) No. 648/2012.
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Measurement of impacts for
each criterion is based on amount
thresholds presented in the table
above. In the event that PSPs do not
have access to actual data making
it possible to judge whether a given
threshold has been or is likely to
be crossed before the incident
is resolved (e.g. during the initial
investigation phase), they may
use estimates.
Monitoring the incident life cycle
Incident reports comprise a series
of structured fields divided into

three main sections (A, B and C),
corresponding to the different
phases in the incident life cycle.
• Initial report (section A): the initial
report must be transmitted by the
affected PSP within four hours of
an incident being detected, and
must contain, at a minimum, the
information set out in section A.
• Interim report(s) (section B):
the first interim report must be
submitted no later than three days
following issuance of the initial report.
New reports may be submitted as

often as necessary according to
developments or at the request of the
Banque de France. They must contain
at least the information specified in
section B. In the event that an incident
is resolved within four hours of its
detection, interim reporting data
may be transmitted either in the
initial report or in an interim report
submitted no later than four hours
following resolution of the incident.
• Final report (section C): the final
report must be submitted no later
than two weeks after the situation has
returned to normal. It must contain

Box 11

Major incidents and personal data breaches:
a point of intersection between PSD 2 and the GDPR (Article 33)
In certain cases, agencies are also required to report personal data breaches to the personal data protection
authority (i.e. in France, the Commission nationale de l’informatique et des libertés; in the case of cross‑border
processing, it will be the designated “lead protection authority”). In certain cases, they are required to notify
the individuals concerned.
In concrete terms, whenever an incident involves personal data (unauthorised access, undesired amendment or
disappearance of data), it is considered a breach, and the following actions must be taken:
• the agency must record it, internally, in a register of breaches;
• if the breach creates a risk to the rights and freedoms of the persons concerned, the agency must notify the
supervisory authority, where possible within 72 hours of becoming aware of the breach;
• if the risk is high, the agency must inform the individuals concerned of the breach as soon as possible.
The impact scales used by agencies should therefore include those relating to the rights and freedoms of the individuals
concerned. In addition, breach management should be integrated into the agency’s incident management process.
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at least the information specified in
section C. In the event that an incident
is resolved in the four hours following
the period of detection, a single report
containing all information in sections
A, B and C may be submitted.

The collection of this data serves a dual
objective for European authorities:

If the PSP so wishes, all of these
reports may be accompanied by
additional documents in any format.

• to ensure that PSPs which are
exempt from the obligation to apply
strong authentication processes
under Article 18 (assessment of a low
level of risk for payment transactions)
comply with limits on fraud rates
set out by the RTS. Failure to do
so may lead to a withdrawal of the
exemption granted on such grounds.

Finally, should incident reporting be
delegated to a subcontractor shared by
several PSPs, said subcontractor may
submit a consolidated report covering
more than one PSP. In such cases,
the structure of the report remains
unchanged, with an additional table
added to specify the PSPs affected.

Guidelines on fraud statistics
Reducing fraud is one of the central
objectives of PSD 2. The directive
thus requires PSPs to provide
Member States with statistical
data on fraud involving means of
payment, at least on an annual basis,
or more frequently if necessary.
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• to assess the effectiveness of
European fraud prevention measures
over time;

However, at the date of application
of PSD 2, the data collection
practices concerning payment
means fraud varied among the
various Member States and were
sometimes limited to certain
means of payment (essentially
card payments). This situation,
which tended to complicate fraud
data aggregation at the European
level, justified the harmonisation of
procedures to report statistical data
to national and European authorities.

European Banking Authorit y
guidelines set out a reference
framework providing for
collection of fraud statistics on an
annual/semi‑annual basis according
to a number of analytical dimensions:
• by means of payment (card,
credit transfer, direct debit,
electronic money);
• by payment channel (face‑to‑face
or remote);
• by type of fraud;
• by authentication method (with or
without strong authentication) and
by exemption factor in cases where
strong authentication is not applied;
• by geographical area (domestic,
intra‑European or extra‑European).
This framework is consistent in
most regards with the pre‑existing
French framework under the Banque
de France's supervisory mandate and
the statistical work carried out by the
Observatory as presented in Appendix 5.
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Fraud in 2017

2.1 Overview

C1 Use of cashless means of payment in France in 2017
(%)

a) in volume terms

b) in value terms

Means of payment

0

The customers (individuals and
businesses) of French banks and
payment service providers carried
out 24.1 billion cashless transactions
in 2017 totalling EUR 27,575 billion.
By comparison with the previous
year, transaction volumes rose by
6.6% and the values exchanged
increased by 1.5%.
Payments by card remained the
preferred payment method of French
citizens, who used their card for 52%
of all cashless payments for a total
value of EUR 530 billion in 2017. Cash
withdrawals by card also accounted
for 1,481 million transactions in 2017
worth EUR 135 billion.
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Source: Observatory for the Security of Payment Means.

C2 Use of cashless means of payment in France since 2006
(in millions of transactions)
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Credit transfers continued to be
the preferred instrument for largevalue payments (salary and pension
payments, business-to-business
payments, etc.) and accounted for
87% of the total value of cashless

2,000
0
2006

2007

2008

2009

2010

Cheques
Direct debits
Trade bills

2011

2012

2013

E-money
Card payments
Card withdrawals

2014

2015

2016

2017

Credit transfers

Source: Observatory for the Security of Payment Means.
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C3 Value of transactions in France since 2006, excluding credit transfers
(EUR billions)
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C4 Value of credit transfers in France since 2006

credit transfers) with the remaining
21% going abroad to SEPA (Single
Euro Payments Area) and non-SEPA
countries. More than one-third (39%)
of issued credit transfers pass through
large-value payment infrastructures.
These are exclusively businessto-business transactions with an
average value of nearly EUR 1 million.
The remainder is mainly composed
of SEPA credit transfers, which can
be arranged by both businesses and
private individuals, with an average
value of EUR 3,780, and to a lesser
extent other forms of credit transfers,
particularly international transfers
outside the European Union.
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Source: Observatory for the Security of Payment Means.
a) LVT:LVT: large-value transfers, issued via large-value payment systems (Target2, Euro1). professional payments only.

transactions. They maintained
their third position in terms of
transaction volume, with a 16%
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share, just after card payments and
direct debits. Credit transfers were
primarily domestic (79% of total

Direct debit remained the second
most used cashless payment
instrument, both in terms of volume
and value of transactions, accounting
for 17% and a little less than 6%,
respectively, in 2017. Direct debit
transactions were almost exclusively
domestic, with cross-border SEPA
direct debit transactions accounting
for only 2% of all originated flows.
The steady decline in cheque
use observed over several years
continued in 2017, both in terms of
transaction volume (down 10%) and
value (down 7%), thus accounting
for 1.9 billion issued cheques with
a total value of EUR 1,001 billion.
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Trade bills (bills of exchange and
promissory notes) made up less
than 1% of cashless transactions
both in terms of volume (0.3%) and
value (0.9%), with 2017 confirming
the decline observed over a number
of years.

C5 Breakdown of fraud on cashless means of payment in 2017
(%)

a) in volume terms
0.0

b) in value terms
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Lastly, although the use of electronic
money remained marginal, it
increased sharply by 44% in 2017
to 55 million transactions with a total
value of EUR 898 million (up 52%).
This expansion was encouraged by
the development of peer-to-peer
payment solutions.

Fraud targeting payment means
In 2017, cashless transaction fraud
amounted to EUR 744 million and
5.1 million fraudulent transactions
were perpetrated (compared with
4.8 million fraudulent transactions
with a value of EUR 798 million
in 2016).
Payment cards 1 accounted for
almost half of total fraud in terms of
value (EUR 361 million for payments
and withdrawals combined) and
very close to all the fraudulent
transactions (97%). Nevertheless,
in 2017 total fraud on cards issued
in France declined in value terms
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Card withdrawals

Source: Observatory for the Security of Payment Means.

for the second consecutive year.
This means that after remaining
relatively constant for several years,
the fraud rate on card transactions
decreased to 0.054%, or one euro of
fraud for every EUR 1,850 worth of
transactions. However, this average
rate incorporates contrasting
performances, notably with a very
low rate of fraud for point-of-sale
payments (0.008%, or one euro of
fraud for every EUR 12,500 worth
of transactions) but with a much
higher rate for remote payments
– despite a further significant
decline – of 0.161%, or one euro
for every EUR 620.
Cheques remained the second
most targeted payment instrument

in 2017, with the value of fraudulent
transactions for the year amounting
to EUR 296 million, even though
cheque use continues to dwindle.
The fraud rate on cheques increased
to 0.0286%, or one euro of fraud for
every EUR 3,500 worth of payments.
At EUR 78 million in 2017, the annual
value of credit transfer fraud was
still well below the levels recorded
for cards and cheques and was also
down sharply on 2016 (a reduction
of 17%). It registered the lowest
rate of fraud across all payment
means available to individuals, at
0.0003%, or one euro for every
EUR 300,000 paid.
1 Cards issued in France.
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C6 Change in fraud rate for each means of payment from 2016 to 2017
(%)
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now amounts to 0.054%, compared
with 0.064% in 2016. This is its
lowest rate of the 2009-17 period
(see Chart 9 below).
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Direct debits once again recorded
the lowest annual fraud value of all
cashless means of payment available
to individuals with EUR 9 million
in 2017. This also represents a
significant year-on-year reduction of
78%. The direct debit fraud rate also
fell back dramatically to 0.0006%, or
one euro for every EUR 180,000 of
originated direct debit instructions.
Trade bills were still largely
unaffected by fraud. In 2017,
three cases of fraud accounted for
EUR 153,000, representing a fraud
rate of 0.0001%, or one euro for
every EUR 1,700,000 paid.
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2.2 Card payment and
withdrawal fraud
Overview
The total value of fraud targeting
payments and withdrawals using
French cards in France and abroad
again fell back in 2017, down 9.6% on
2016 to EUR 360.7 million, despite
the total value of transactions
increasing significantly by 5.8% to
EUR 664.6 billion.
Consequently, the rate of fraud
affecting French payment cards

When transactions carried out
in France using cards issued in
other countries are also included,
the same trend can be seen with
a 9.8% year‑on‑year reduction
in the total value of fraud to
EUR 467 million in 2017, while the
total value of transactions climbed
6.3% to EUR 715.4 billion.
As a result, the overall fraud rate for
transactions processed by French
electronic banking systems, which
includes payments and withdrawals
made in France and abroad using
French cards as well as those made
in France using foreign cards, fell
back sharply from 0.077% in 2016
to 0.065% in 2017 – its lowest level
since 2008 (see Chart 12 below).
Lastly, the number of French cards
for which at least one fraudulent
transaction was recorded in 2017
increased by 6.5% compared with
2016 to 1,213,008. However, the
average value of each case of
fraud fell from EUR 95 in 2016 to
EUR 84 in 2017, due to the improved
performance of measures to make
card payments more secure such
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C7 Total transaction value, French cards

C8 Total fraud value, French cards

(EUR billions)
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Box 1

Fraud statistics for payment cards: respondents
To ensure the quality and representativeness of its fraud statistics, the Observatory gathers data from all issuers
of four-party and three-party cards.1
The 2017 statistics calculated by the Observatory thus cover:
• EUR 644.7 billion in transactions in France and abroad made with 76.1 million four-party cards issued in France
(including 51.2 million contactless cards);
• EUR 19.9 billion in transactions primarily in France with 9.9 million three-party cards issued in France;
• EUR 50.7 billion in transactions in France with foreign three-party and four-party cards.
Data was gathered from:
• The 120 members of the CB Bank Card Consortium (Groupement des Cartes Bancaires CB). The data were
collected through the Consortium and from MasterCard and Visa Europe France.
• Nine three-party card issuers: American Express, Oney Bank, BNP Paribas Personal Finance, Crédit Agricole
Consumer Finance, Cofidis, Diners Club, Franfinance, JCB and UnionPay International.
1 “Four-party” card payment schemes involve a large number of issuing and acquiring payment service providers, whereas “three-party” schemes involve
a smaller number.
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C9 Fraud rate, French cards

C10 Total transaction values processed in French payment
systems, French and foreign cards

(%)
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C11 Fraud value on transactions processed in French
payment systems, French and foreign cards

C12 Fraud rate on transactions processed in French
payment systems, French and foreign cards
(%)

600

0.10

500
400
320
300

245

274

342

369

413

451

470

501

523 518

0.09
467

0.08
0.07
0.06

0.086
0.082

0.070
0.069
0.064 0.064 0.062

0.072 0.074

0.077 0.080 0.080 0.080

0.082

0.077
0.065

0.05

269
242 236 253

0.04

200

0.03
0.02

100
0

673 715

0

Source: Observatory for the Security of Payment Means.

(EUR millions)

0.01
2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017

Source: Observatory for the Security of Payment Means.

as stronger authentication of
online payments, risk-analysis and
transaction scoring systems and
SMS alerts sent to cardholders,
and therefore more rapid detection
and deactivation of compromised
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cards. As a result of these reinforced
preventive measures, fraudsters
have been forced to escalate their
fraud attempts while reducing the
individual amounts defrauded in an
effort to avoid detection.

Geographical breakdown of fraud
The downward trend in domestic
transaction fraud that began in 2014
continued into 2017. The value of
fraud on payments and withdrawals
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C13 Fraud rate by geographical area
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carried out in France with French
cards fell back EUR 17.5 million,
or 8.1%, compared with 2016,
to EUR 199.7 million. The fraud
rate on domestic transactions also
decreased to a low of 0.032% from
0.037% in 2016.
Fraud on international transactions2
also shrank back 11% year-on-year
to a total value of EUR 267.3 million.
The fraud rate for international
transactions was also down from
0.353% in 2016 to 0.281% – its
lowest level over the 2012-17 period
despite a 12% year-on-year increase
in international transactions.
Nevertheless, the rate is still high
when the value of the transactions
concerned is taken into account.

International transactions thus
accounted for 57% of the total
fraud value even though they made
up only 13% of the total value of
transactions. Furthermore, within
international transactions, fraud
continues to be better controlled
for transactions inside SEPA3 than
for transactions with countries
outside SEPA:
• in the case of French cards, the
fraud rate for transactions carried out
outside SEPA (0.511%) was more
than one-and-a-half times higher
than the rate for transactions carried
out within SEPA (0.308%);
• in the case of foreign cards, the
fraud rate for transactions carried
out in France using cards issued
outside SEPA (0.386%) was almost
four times as high as the rate for
transactions in France using cards
issued within SEPA (0.102%).
These figures repay the efforts
made in Europe over the past

2 Payments and withdrawals made
abroad using French cards and payments
and withdrawals made in France using
foreign cards.
3 SEPA covers the 28 European Union
Member States, as well as Monaco,
Switzerland, Liechtenstein, Norway, Iceland
and San Marino.
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several years to migrate all cards
and payment terminals to the EMV
(Europay, MasterCard and Visa)4
standard and enhance the security
of online payments.5

Breakdown of fraud
by transaction type
Fraud targeting domestic transactions
The decline in fraud on domestic
transactions is primarily due to the
reduction in remote payment fraud,
which was down by 13.3% in 2017
compared with 2016, even though
the value of remote transactions
C15 Comparison of fraud rates by
domestic transaction type
(%)
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increased by 15.7%. Therefore, for
the sixth year running, the fraud rate
for remote payments fell steeply,
to 0.161% from 0.210% in 2016.
This steady improvement is the
result of issuers' and merchants'
efforts to improve security by
rolling out strong authentication
solutions such as 3D-Secure, and
risk-analysis and transaction scoring
tools. However, even though remote
payment fraud is declining, it still
accounts for a majority (66.1%) of
the total value of domestic fraud
and its fraud rate remains almost
twenty times higher than the rate
for face-to-face payments.
The fraud rate for withdrawals edged
down to 0.027% from 0.029% in
2016. This mainly reflected the
dramatic decline in the number of
Automated Teller Machine (ATM)
attacks in 2017 (63 compared
with 301 in 2016), particularly
by skimming,6 following certain
countries' migration to the EMV
technical standard. ATMs remain
a prime target for organised fraud
rings, however, and the Observatory
again reminds cardholders to be
on their guard and reiterates the
best practices to follow when
making payments to a merchant
or when making withdrawals
(see Appendix 1).

By contrast, the rate of fraud
affecting face-to-face payments and
unattended payment terminals (UPT)
climbed slightly from 0.007% in 2016
to 0.008% in 2017, while still remaining
very low. This is partly due to the
expansion of contactless payments,
which have a significantly higher
fraud rate (see Box 2). These types
of payments accounted for almost
two thirds of the volume of domestic
transactions (66%), but only 17.7%
of the value of domestic fraud.
4 EMV is an international technical security
standard for smart payment cards, whose
specifications were developed by the EMVCo
consortium of American Express, JCB Cards,
MasterCard and Visa. The EMV standard for
face-to-face payments and withdrawals notably
provides for the use of a combination of a
secure card chip and a secret code, commonly
referred to as “Chip and PIN”.
5 The European Banking Authority’s guidelines
to enhance the security of online payments
came into force in August 2015.
6 Skimming is a method to capture data on
the magnetic strip on the back of a card using
a card reader (called a skimmer) installed by
the fraudster in ATMs or unattended payment
terminals such as automated fuel pumps or
toll stations. As the PIN associated with the
card is not included in the magnetic data, very
often a device such as a camera or a modified
keyboard is used in addition to the skimmer
to obtain the PIN when it is entered by the
cardholder. These data are then used by the
fraudster to carry out remote transactions in
countries or on sites that do not systematically
require the security code noted on the
back of the card or apply strong customer
authentication, or to carry out face-to-face
transactions in countries where the EMV
technical standard has not been deployed.
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Box 2

Fraud targeting contactless payments
The use of contactless payments is booming in France and doubled from 2016 to 2017 both in terms of volume and
value. A little more than 1.2 billion contactless payments were recorded in 2017, worth a total of EUR 12.9 billion
(compared with 628.5 million transactions for EUR 6.5 billion in 2016), which corresponds to 12% in volume and
3% in value of all face-to-face payments. The average contactless payment value amounted to EUR 10.2 in 2017.
The total value of contactless transactions including contactless domestic payments carried out in France using
foreign cards and contactless payments carried out abroad using French cards reached EUR 13.8 billion for
1.3 billion transactions.
At the same time, the fraud rate for domestic contactless payments stayed stable at 0.020% (for a total fraud value
of almost EUR 2.8 million) and remained at a midway level between the overall rate for face-to-face payments
(0.008%) and the rate for withdrawals (0.027%), and thus well below the remote payment fraud rate (0.161%).
If contactless domestic payments carried out in France using foreign cards and contactless payments carried
out abroad using French cards are also taken into consideration, the fraud rate remains unchanged at 0.020%.
In 2017, all contactless payment fraud could be traced back to loss or theft of a card. Card issuers have placed
ceilings on individual transactions (usually EUR 20 to EUR 30) and on the total consecutive transaction amount
possible without entering the PIN (typically EUR 100), thus limiting the loss incurred if a card is lost or stolen.
It is also important to remember that cardholders are protected by law in the event of fraud and bear no losses
(see Appendix 2).
These figures include payments by mobile phone, which also rose even though their share of total domestic faceto-face transactions remained marginal at 0.03%. In 2017, 4.4 million domestic payments were carried out using
mobile phones, representing a fifteen-fold increase in terms of volume over 2016, while the total value of those
payments amounted to EUR 83.5 million compared with EUR 4.4 million in 2016. Including transactions carried
out in France using foreign mobile phones and transactions carried out abroad using French mobile phones,
the total value of payments by mobile phone in 2017 goes up to EUR 123 million for 6.3 million transactions.
In 2017, no fraud was reported on domestic mobile phone transactions. Although cases of fraud were reported
on international transactions, their total value was largely insignificant at EUR 31,715. This means that the overall
fraud rate for payments by mobile phone across all regions was broadly similar to that of cashless payments
by card, at 0.026%.
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Box 3

Domestic remote payment fraud, by sector of activity
The Observatory has gathered data providing information on the breakdown of remote payment fraud by sector of activity.
These data cover domestic transactions only.
Breakdown of fraud by sector of activity
(amount in EUR millions, share in %)

Amount
32.6
28.4
19.7
19.0
10.6
6.5
5.0
4.2
2.9
1.3
1.2
0.5
131.9

1 Personal and professional services
2 General and semi-general trade
3 Travel and transportation
4 Telephony and communication
5 Technical and cultural products
6 Household goods, furnishings and DIY
7 Miscellaneous
8 Online gaming
9 Account loading and person to person sales
10 Health, beauty and personal care
11 Foodstuffs
12 Insurance
Total

Share
24.7
21.5
14.9
14.4
8.0
4.9
3.8
3.2
2.2
1.0
0.9
0.4
100.0

“Personal and professional services”, “general and semi-general trade”, “travel and transportation” and “telephony and
communication” continued to be the most exposed sectors to remote payment fraud, accounting for 75.5% of the total fraud
value. Nevertheless, the fraud rates in all four of these sectors were down on 2016. While the “telephony and communication”
sector continues to report a much higher than average fraud rate (0.384%), it is still lower than the rates observed in 2015 and
2016, which were in excess of 0.5%. The fraud rate in the “technical and cultural products” sector increased to 0.429% in 2017,
representing the highest rate of all the sectors of activity.
Fraud rate on remote sales by sector of activity, domestic transactions
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Fraud targeting
international transactions

C16 Fraud rate by transaction type and geographical origin
(%)
1.4

Fraud on transactions carried out
abroad using French cards fell back
for the second year running.
• The total fraud value declined by
11.6% for transaction carried out
in SEPA (EUR 100.6 million in 2017
compared with EUR 113.8 million
in 2016). However, changes differ
depending on the transaction type,
with the fraud rate for remote
payments improving to 0.591%
in 2017 from 0.754% in 2016,
while the fraud rate for face-to-face
payments and UPTs worsened,
increasing from 0.066% in 2016 to
0.075% in 2017. The decline in the rate
of fraud affecting remote payments
is due to the prospect of the entry
into force of the second European
Payment Services Directive (PSD 2),
which requires the systematic
application of strong customer
authentication (see Chapter 1), as
well as the spread of risk-analysis
and transaction scoring systems.
• The same downward trend was
also observed for transactions
carried out using French cards in
non-SEPA countries, with the total
fraud value declining by 11.3%
to EUR 60.3 million in 2017 from
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Note: See Appendix 5.

EUR 68 million in 2016. The fraud
rate fell for each type of transaction
and remained highest for remote
payments at 1.096%.
In addition, with regard to transactions
carried out in France using foreign
cards, the fraud rate for remote
payments using cards issued outside
SEPA was particularly high at 1.143%.

Breakdown of fraud
by transaction type
The misappropriation of card
numbers to carry out fraudulent
payments was still the most

common type of fraud,
representing 66% of the total
value, even though it accounted
for a smaller proportion than in
2016. Phishing7 and malwares8 are
7 Phishing generally involves sending emails
that misuse visual identities and logos (e.g. of
a credit institution) that are recognisable to the
receiver, inviting their victims to connect to a
fraudulent website in order to collect card data.
8 Malicious software targets both the
servers of large corporations and the
personal computers of private individuals,
and, increasingly, mobile phones that are
used more and more regularly for payment
transactions. One of the most common of these
“malwares” is known as “keylogger” and
records the keystrokes on a victim's keyboard.
They are generally downloaded without the
user's knowledge through what appear to be
trustworthy sources.
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Box 4

Indicators provided by law enforcement agencies
Automated Teller Machine (ATM) attacks fell sharply in 2017
with 63 cases (compared with 301 in 2016), in line with the
reduction that began in 2015 following the extremely high
levels reported in previous years (approximately 1,000 a year
between 2012 and 2014).The use of “skimming” techniques to
compromise ATMs declined significantly in 2017 in favour of
another technique referred to as “jackpotting”. This involves
connecting a computer to take control of the ATM and thereby
target the dispense calculation function or install a malware.
There were also 91 attacks on point-of-sale terminals (compared
with 434 in 2016), including 74 on card-operated fuel pumps
and 17 on merchant payment terminals and unattended
payment terminals (UPTs), such as parking pay points.

Attacks on ATMs and terminals
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The decline in the overall number of infractions can be
explained by the migration towards EMV (Europay, MasterCard and Visa) in more non-European countries and
significant improvements to terminals' security measures.
C17 Breakdown of card payment fraud by type
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9 SIM swap fraud is a type of phishing
whereby fraudsters pose as the victim or
simulate a mobile phone operator website
in order to obtain new SIM cards allowing
them to divert the victim's telephone line and
receive their SMS-OTP (one time password)
payment authentications.
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most common source of fraud,
making up almost one-third of
domestic transaction fraud (32%).

C18 Distribution of cardholders provided with strong customer authentication
(SCA) solutions
(%)
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Counterfeit cards accounted for
just 1% of fraudulent domestic
payments. This very low level is
mainly attributable to the adoption
of smartcard technologies by most
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enhanced security for existing
EMV smartcards.
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The development of online trade
has led to the increasing use of
cards for remote payments. For
configuration reasons, security
features embedded in the cards
themselves (chip reading and
PIN entry) cannot be relied upon,
such that other mechanisms are
needed to protect transactions.
Thus, the recommendations that
the Observatory for Payment Card
Security issued in 2008, aimed
at strengthening the security of
remote payments, focused on wider
adoption of strong authentication
solutions. Statistics developed to
monitor the implementation of these
recommendations have been kept
since 2011.

C19 Take-up of 3D-Secure by merchants
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C20 Distribution of 3D-Secure failure rates
(%)
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For the November 2017 to April 2018
period, the Observatory's statistical
monitoring of the deployment of
authentication solutions at the
main banking institutions covered
64.5 million payment cards and
EUR 55 billion worth of transactions
(of which EUR 22.7 billion
we r e p r o t e c t e d u s i n g t h e
3D-Secure mechanism), making
it possible to measure progress
in the implementation of strong
authentication both quantitatively
and qualitatively.
2018 has confirmed last year’s
observation that cardholders have
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completed the switch to strong
authentication, with an average
rate of 98% in 2017, covering all
cardholders who might carry out
transactions online.
Take-up of strong authentication
solutions by e-merchants continues
to increase and now stands at
72.8%, in keeping with the steady
rise observed in the past three years.
The Observatory has observed a
steady decline in the failure rate for
authenticated transactions, which
has fallen below 11% and remains
substantially lower than the rate

recorded for non-authenticated
transactions, suggesting that
consumers have become
accustomed to such mechanisms.
This is also a reflection of more
effective checks on websites with
strong authentication solutions,
which is forcing fraudsters to
concentrate on websites that are
not protected by such measures.
In view of these trends, which are
supportive of continued growth in
the use of strong authentication, the
share of online payments covered
by 3D-Secure authentication has
been rising steadily since 2011 and
now accounts for 41% of the value
of remote payments.
The fraud rate for domestic
transactions authenticated through
the 3D-Secure protocol amounted
to 0.06% in 2017. This level more
closely approximates the fraud
rate obser ved for domestic
transactions as a whole, including
face-to-face payments (0.032%),
rather than the fraud rate for
all remote payments (0.161%).
This fraud rate hierarchy supports
the strategy championed by the
Observatory since 2008 of using
strong customer authentication.
Furthermore, this strategy forms
part of the requirements of the
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C21 Proportion of total online payments authenticated by 3D-Secure
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fraud was observed in 2017, up yearon-year by 9% to EUR 296 million.
This development, together with
a decline in cheque use, meant
that the cheque fraud rate rose
to 0.029% in 2017 from 0.025%
in 2016. Cheques thus remained
the second most targeted payment
instrument after payment cards, with
a share in the total value of fraud on
cashless means of payment of 40%,
against 48% for cards, despite being
far less widely used. The cheque is
only the fourth most common form
of cashless payment used in terms
of annual volume of payments and
is used 6.5 times less often than the
card. The Observatory thus reiterates
its recommendations, repeated
below, in order to limit cheque fraud.

second European Payment Services
Directive (PSD 2), which enters into
force in France on 13 January 2018,
and whose provisions in this
regard will come into effect in
September 2019 (see Chapter 1).

2.3 Cheque fraud

C22 Value-based breakdown of cheque
fraud, by fraud type, in 2017

C23 Individual fraudulent cheque values by fraud type, 2016-17
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Main cases of cheque fraud

Preventive measures

Theft of chequebooks in the distribution circuit: a number of service
providers outside the bank are involved in the distribution circuit, notably
during transport and delivery to the customer. Chequebooks and blank
cheque specimens can be stolen at two levels:

Traceable shipment processes for chequebooks and cheque-letters
during the different transport phases.

• before delivery to the customer: at the place at which they are
manufactured and/or from where they are dispatched, at transporters
or deliverers to bank branches, in customers’ postboxes;
• on collection at bank branches, where fraudsters can use stolen or
forged identity documents to collect a chequebook.
Chequebook theft when in possession of the customer due to
break-in, theft or loss.

Falsification of a valid cheque intercepted by a fraudster, consisting
in altering a stolen cheque by scratching, over-writing or rubbing out
information contained on it. The fraudster exploits the vulnerabilities of
a stolen cheque by, for instance:
• scratching or rubbing out the name of the lawful beneficiary if it has
been written in weak ink and replacing it with another name;
• writing the name of a new beneficiary over the legitimate beneficiary’s
name;

Notifying the customer that a chequebook is available, either for
collection at the branch or for delivery by post, depending on the option
selected by the customer when he or she applied for a chequebook,
and indicating an expected delivery timeframe so that the customer can
inform the bank in the event of a delay.
Issuance of regular reminders from the bank that the holders of
chequebooks and cheque-letters must be on their guard and are
required to report a loss or theft even if they have taken out insurance
to cover such risks.

Systematic examination of the cheque and of the information on it,
as well as payer identity. The cheque should be physically examined
to ensure that it has not been altered before acceptance, and to verify
the identity of the payer, for instance, by requesting proof of identity or
proof of home address.
Merchants can protect themselves against irregular cheques by
consulting the national register of irregular cheques (FNCI – Fichier
national des chèques irréguliers) via the Banque de France’s official
prevention service for unpaid cheques.1

• adding something (for example a name or an acronym, a company
stamp, etc.) after the name of the lawful beneficiary if blank spaces
are left on the line;
• adding an amount in letters and/or figures if any blank spaces are left
before or after the handwritten amount.

Counterfeiting of cheques, through the creation from scratch of a false
cheque to be drawn on an existing or a fake bank.

In-depth physical examination of the cheque and of the payer’s
proof of identity (see above).

Fraud techniques derived from “kiting” consisting in depositing a number
of fraudulent cheques to be cashed and immediately transferring the
credited funds. This mainly targets accounts held by businesses and
entrepreneurs, which are credited with immediate effect when cheques
are deposited.

Identification of unusual deposit movements in light of the customer’s
profile, in order to suspend, if necessary, any withdrawals or transfers
towards another bank that may occur immediately after a cheque is
deposited.

1 See https://www.verifiance-fnci.fr
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C24 Value-based breakdown of cheque fraud, by fraud type, 2016-17
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As in 2016, two categories of
fraud made up most of the cases
observed in 2017 in almost equal
parts: (i) the fraudulent use of lost or
stolen cheques accounted for 44%
of total cheque fraud; and (ii) the
falsification of validly-issued cheques
made up 43%. Fraud through
counterfeiting and misappropriation/
replay of cheques continued to be far
less common, representing 9% and
3% of cheque fraud, respectively.
The average value of a fraudulent
cheque remitted for collection
increased slightly from EUR 2,300
in 2016 to EUR 2,577 in 2017.
The average individual value of
cheque fraud rose for all fraud
types with the exception of cheque

counterfeiting for which the average
value declined. The average value of
misappropriated cheques reached
EUR 8,079 in 2017, against EUR 7,352
in 2016, and fraud through the use
of lost or stolen cheques went up
to an average of EUR 1,453 for each
fraudulent transaction compared
with EUR 1,285 in 2016.

9% despite moderate growth in
the associated payment flows.
Consequently, the fraud rate on
credit transfers declined to 0.0003%
in value terms, compared with
0.0004% in 2016. These figures
confirm that proportionally speaking,
credit transfers were the cashless
payment method least affected by
fraud, even though they are used
to move the most significant overall
values (87% of all cashless payments
issued in France). The average
value of a fraudulent credit transfer
increased slightly to EUR 16,884
from EUR 15,500 in 2016.
Cross-border credit transfers
accounted for a larger proportion
of fraud than domestic transfers

C25 Value-based breakdown
of credit transfer fraud,
by geographical area
(%)
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In 2017, fraud on credit transfers
issued from accounts held in France
amounted to EUR 78 million, down
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Credit transfer fraud encountered

Preventive measures

In 2017, misappropriation-type fraud through social engineering
techniques mainly took the following forms:

Tools that can monitor and detect unusual transactions and can
suspend the execution of a transfer that has been flagged as suspicious
considering the usual activity on the account, due to the amount involved
or the country to which the funds are destined. The order can then be
cross-checked with the customer before execution.

• CEO fraud: the fraudster impersonates a senior company executive
to trick an employee into making an urgent, confidential credit transfer
to a foreign account. To do this, the fraudster uses information that he
or she gathers on the company and its executives via the internet or
directly from the company itself.

Initiatives led by banks and payment service providers to inform and
heighten awareness among businesses and individuals.

• Bank account details fraud: the fraudster impersonates a supplier,
lessor or any type of creditor and falsely informs the customer, tenant
or debtor that there has been a change in the bank account details that
they use to pay their bills, invoices or rent, misappropriating the funds
for themselves. The fraudster sends the new bank details by email or
by post in a properly worded letter from the creditor.
• Technical support scams: the fraudster impersonates an IT technician
(from the bank for instance) to run fake tests in order to recover log-in
IDs and passwords, trigger fraudulent transfers or install malware.
• Bank advisor scams: the fraudster uses the bank advisor's telephone
number, generally in his or her absence, and contacts the customer to
extract information.
In 2017, cyber-attacks essentially targeted online banking websites
and telematic channels, such as the EBICS system (the Electronic
Banking Internet Communication Standard – an interbank communication
channel through which businesses can exchange automated data
files with banks), and were mainly perpetrated using two methods.
• Malware: such as Trojan horses, spammers, viruses, etc., which
infect a person’s or a business’ computer without their knowledge when
they open a fraudulent email, browse corrupted websites or connect to
infected peripherals (e.g. USB sticks). Fraudsters can use this malware to
analyse and collect data traffic on a customer’s computer or information
system. Therefore, when the customer logs into his or her online bank
account, the malware can retrieve the ID and password that he or she
has entered and use them to log in, request that a new beneficiary
be added for credit transfers or initiate a fraudulent transfer order.
• Phishing: fraudsters use this technique to gather personal and banking
details by sending out unsolicited emails inviting recipients to click on
a link that takes them to a fake website (online banking or e-commerce
site), where the person is usually asked to enter their banking credentials.
The tone of these emails is usually alarmist, urging the recipient to act
quickly (to settle a bill in order to avoid the interruption of a service,
to lift a banking suspension or to update security features). There are
variants of phishing through other channels, such as “smishing” via SMS.

50

Deploying a strong authentication system to approve credit transfer
orders entered online.
Triggering time delays or strong customer authentication when new
transfer beneficiaries are added on online banking sites.
Setting maximum transfer ceilings on online banking sites.
Providing secure solutions to customers to scan for malware-type
infections on their terminals.
Implementing tools that can monitor and detect unusual transactions
and can suspend the execution of a transfer that has been flagged as
suspicious considering the usual activity on the account, due to the
amount involved or the country to which the funds are destined. A
warning message can be sent to the customer giving him or her the
possibility to block the transaction, if required, during the time delay.
Initiatives led by banks and payment service providers to inform and
heighten awareness among businesses.
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C26 Value-based breakdown
of credit transfer fraud,
by fraud type

C27 Value-based breakdown
of credit transfer fraud,
by transmission channel
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with 66% of the credit transfer fraud
value, even though cross-border
transactions made up only 30% of
the overall issued transfer amount.
The methodological work undertaken
to categorise fraudulent credit
transfers means that data is now
better measured and assigned
(see Appendix 5). On this basis, fake
credit transfers, i.e. the issuance of
a fraudulent transfer order by means
of IT attacks, continued to account
for a majority of credit transfer fraud
with 54% of the total value, followed
by fraud by misappropriation (42%).
Credit transfer fraud is relatively
evenly shared between the various
channels used by this payment

instrument: transfer initiation from
online bank accounts (via the internet
or a mobile phone application) was
still the most affected channel,
although it accounted for a smaller
share than in 2016 (down from 48%
to 38% in 2017 in terms of total
fraud value), while the remainder
was equally divided between secure
telematic channels (31%) and paperbased transfers such as letter
or fax (31%). However, given that
the use of paper-based transfers is
now very limited, accounting for less
than 10% of issued credit transfers
in terms of value, its associated
fraud rate amounts to 0.0011%,
i.e. 4.4 times greater than that for
credit transfers issued via electronic
channels (0.0002%).

Main cases of fraud in 2017
and preventive measures
Social engineering10 and IT attacks
through malware and phishing were
the main techniques used in credit
transfer fraud in 2017. Following a
decline in the number of cases of
phishing observed in 2016, banks
identified an upturn in 2017 as,
despite the implementation of
improved detection mechanisms,
the quality of emails sent from
fraudsters has improved and can
more easily deceive account holders.

2.5 Direct debit fraud
Overview
In 2017, fraud relating to direct
debit payments to be debited from
accounts held in France dropped
sharply by 78% from EUR 40 million
in 2016 to EUR 9 million. Given
the growth in payment flows,
the fraud rate in value terms was
therefore significantly lower in 2017

10 Social engineering refers to the
psychological manipulation of people
into performing actions or divulging
confidential information.
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C28 Value-based breakdown of direct
debit fraud, by geographical area

C29 Value-based breakdown of direct
debit fraud, by fraud type
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at 0.0006% (down from 0.0027%
in 2016), or one euro of fraud for
around EUR 180,000 of issued
direct debit instructions. The average
value of a fraudulent direct debit
transaction also fell dramatically
from EUR 34,000 in 2016 to EUR 340
in 2017.

advanced identification mechanisms
for unusual direct debit instructions
issued by fraudulent creditors.

While the 2016 figures were
impacted by some targeted highvalue cases of fraud that pushed up
the fraud rate, the decline in 2017
also reflects the implementation of

account for 70% of the total fraud
value. The remainder is mainly made
up of misappropriation cases (26%).

The methodological work undertaken
to categorise fraudulent direct
debits means that data is now
better measured and assigned
(see Appendix 5). On this basis,
a large majority of the fraud is
attributable to fake direct debit
instructions (i.e. the origination of
direct debit instructions without a
mandate by false creditors), which

Lastly, domestic direct debit fraud
remained the most prevalent,
whereas cross-border transactions
between SEPA countries continued
to account for a very marginal share
of fraud.

Main cases of fraud in 2017
and preventive measures
Fake direct debits – the illegitimate
issuance of direct debit instructions
without any authorisation or
underlying economic reality –
constituted the main fraud technique
used to target direct debits in 2017.
Two other fraud techniques were
also observed, but to a lesser extent:
misappropriation by a fraudster of
third-party identities and IBANs11
for subscription to services; and
fraudulent collusion between a
creditor and a payer.
11 International bank account number.
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Direct debit fraud encountered

Preventive measures

Illegitimate issuance of direct debit instructions (fake direct debits):
a false creditor registers as the originator of a direct debit instruction
with a payment service provider and originates a very large number of
direct debit instructions using IBANs that he or she has acquired illegally
without any authorisation.

Tools to monitor the behaviour of creditors who originate direct debit
instructions that can detect any unusual movements based on knowledge
of the customer. It is important to note that a creditor must have a SEPA
Creditor Identifier (SCI) to originate direct debit instructions, which is
assigned once its payment service provider is sure of its ability to do so.
Transmission of an alert to the customer when a direct debit instruction
is first received from a creditor to debit his or her account.
Optional services through which a customer can set a maximum amount
to be debited by creditor and by country or compile a list of creditors who
are authorised to make direct debits on his or her account (white-listed
creditors) or, alternatively, a list of creditors who are not authorised to
do so (black-listed creditors).

Misappropriation of IBANs for subscription to services: a debtor
with fraudulent intent provides the account details of a third party on
the direct debit mandate, enabling him or her to obtain the services
without honouring the related payments.

Transmission of an alert to the customer when a direct debit instruction
is first received from a creditor to debit his or her account.

Collusion between the creditor and the payer: a creditor with fraudulent
intent originates direct debit instructions on an account that is held by
an accomplice in a regular manner, gradually increasing the amounts.
The payer disputes the debited amounts not long before the end of the
statutory cancellation period (13 months after the direct debit is cleared),
on the grounds that he or she did not sign a mandate for the direct debit.
When the direct debit is rejected, the balance on the creditor’s account
is not sufficient to refund the disputed amounts as the funds have been
transferred to an account held abroad.

Tools to monitor the behaviour of creditors who originate direct debit
instructions that can detect any unusual movements based on knowledge
of the customer. It is important to note that a creditor must have a SEPA
Creditor Identifier (SCI) to originate direct debit instructions, which is
assigned once its payment service provider is sure of its ability to do so.

Optional services through which a customer can set a maximum amount
to be debited by creditor and by country or compile a list of creditors who
are authorised to make direct debits on his or her account (white-listed
creditors) or, alternatively, a list of creditors who are not authorised to
do so (black-listed creditors).
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Security of SEPA payment means

3.1 Introduction
Pa n - E u r o p e a n S E PA 1 c r e d i t
transfers and direct debits are
r e c e n t m e a n s o f p ay m e n t ,
insofar as they were introduced
in 2013. Since February 2016, 2
they have fully and definitively
replaced all equivalent means of
payment that existed in the various
SEPA countries.3
Statistical data collected by the
Observatory since 2016 make it
possible to highlight the low rates
of fraud observed for these means
of payment (see Chapter 2, “Fraud
in 2017”). The fraud observed
with regard to SEPA instruments
nonetheless displays certain
specificities: (i) like payment cards,
they appear to be more exposed to
cross-border fraud than to domestic
fraud; and (ii) they are used mainly
for corporate transactions (such
as payment of wages, supplier
invoices, etc.) and the transaction
unit amounts are significantly higher
than for cheques and payment cards.
This characteristic has a logical
impact on unit amounts in the event
of fraud.

In order to promote the use of
SEPA payment means as an
alternative to cheques, the Comité
national des paiements scripturaux
(CNPS – the French National
Cashless Payments Committee)
called on the Obser vator y to
conduct a monitoring study on
the mechanisms implemented to
ensure the security of these means
of payment. The study included two
analytical thrusts:
• the first, in terms of payer
authentication in view of the entry
into force, on 13 January 2018, of
the second European Payment
Services Directive (PSD 2), which
aims in particular to systematise
the use of strong authentication for
any payment transaction initiated
electronically by the payer;
• the second, with regard to the
additional security mechanisms
implemented by issuers of means
of payment, such as protection of
personal credentials and sensitive
data, time delays applied to certain
transactions, and the implementation
of solutions to assess the level of
risk involved in transactions.

Finally, this study of SEPA payment
instruments acts as a counterpart
to the work carried out by the
Observatory in 2015 and 2016
on the securit y of payment
cards, focusing on biometric
authentication techniques and new
authentication technologies for card
transactions, respectively.

1 Single Euro Payments Area.
2 As a reminder, migration to SEPA instruments
at the European level was carried out in
two stages:
• migration of credit transfers and national
direct debits, completed on 1 August 2014;
• migration of niche products, i.e. products
related to credit transfers and direct debits,
accounting for less than 10% of national
payment volumes (in France, the titre
interbancaire de paiement – TIP – and
télérèglement – telesettlement), concluded
on 1 February 2016.
3 The Single Euro Payment Area includes
the 31 members of the European Economic
Area (the European Union, Liechtenstein,
Iceland and Norway), as well as Switzerland,
the Principality of Monaco and San Marino.
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SEPA credit transfer
The SEPA credit transfer (SCT), is a
means of payment provided by the
institution managing the payer’s

payment account. It consists in
crediting the payment account
of a payee by way of a one-off
transaction (single transfer) or a
series of transactions (recurring

transfer) from the payer’s payment
account, based on instructions
issued by the payer or his or her
authorised representative.

Box 1

The SEPA credit transfer process

1. The payer, account holder or authorised representative draws up the payment order, specifying the account to
be debited, the account number or IBAN (International Bank Account Number) to be credited, the amount, the
date(s) and the frequency of the transaction, if necessary, and transmits the order to its account-holding institution.
2. The payment order is exchanged through interbank payment circuits, leading to the payment of the specified
funds to the beneficiary’s account-holding institution.
3. The beneficiary’s account-holding institution credits the receiving account identified in the payment order.
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A credit transfer transaction
does not give the payer the right
to a systematic guarantee of
reimbursement, i.e. the possibility
for the payer to subsequently cancel
an order confirmed by the payer
itself. As a sole exception, the payer
is entitled to reimbursement within
a period of 13 months in the event
of an “unauthorised transaction”4
deemed fraudulent.
Since November 2017, European
institutions may offer customers a
variation of the SEPA credit transfer,
known as the Instant Credit Transfer
(SCT Inst). This instrument, which
functions the same way as the
SEPA credit transfer, provides for
confirmation of transactions within
10 seconds from the exchange of
the payment order and immediate
transfer of funds to the account of
the payee.

Time limit for the debtor to submit a
claim

Time limit for the debtor to submit a
claim in the absence of consent

SDD core
8 weeks following the debit

13 monthsa)

a) A deductible of EUR 50 (PSD 2 threshold lowered upon transposition) may be applied for a claim concerning a transaction.
b) This situation is unlikely to occur, except in the case of fraudulent mandates, insofar as the debtor must provide its
account‑holding institution with the direct debit mandate in advance.

through the signature of a direct debit
mandate setting out the conditions
of issuance of payment orders by the
creditor. The mandate may provide
for limits in terms of amount or
frequency. For instance, the Titre
interbancaire de paiement (TIP –
French interbank payment order), a
former national payment instrument
that functioned as a pre completed
cheque, has been replaced for the
most part by a single-use SEPA direct
debit mandate for a pre-defined
amount, still in paper form, to be
signed and returned to the creditor.
In France, this instrument goes by
the commercial name of “TIP SEPA”.

SEPA direct debit
Direct debit is a means of payment
that functions in the same manner
as a credit transfer, but inversely
(see Box 2): payment orders are
issued by the payee – generally
known as the “creditor” for this
means of payment – which must
first obtain the consent of the payer

SDD B2B
None: by signing the B2B
mandate, the debtor waives
its right to contest the SDD
received from the creditor
13 monthsb)

SEPA direct debits (SDD) are
performed using two distinct
instruments: standard direct
debit (or SDD core), used by both
private individuals and firms, and
intercompany direct debit (or SDD
B2B – business-to-business),
strictly reserved for payments
between professionals.

These two instruments share a
common technical foundation, but
differ with regard to several aspects,
particularly reimbursement methods
(see table above).

4 Article L. 133-6 of the French Monetary and
Financial Code clarifies this notion:
“A payment transaction is authorised if the
payer has consented to the execution thereof”.
In addition, Article L. 133-7 specifies that
“consent is given in such form as agreed
between the payer and its payment service
provider”. An “unauthorised transaction” is a
transaction to which the user of the payment
instrument has not consented, and for which
the account-holding institution cannot certify
that it was ordered by the account holder or
an authorised representative thereof. These
transactions include in particular cases of loss
or theft (with or without strong authentication),
misappropriation of the payment instrument
or data and a lack of information making it
possible to block the payment instrument.
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Box 2

The SEPA direct debit process

1. The payer, holding the account to be debited, fills out the SEPA direct debit mandate at the request of
the creditor and returns it signed (by hand or electronically) to the latter. The mandate must include the
following information:
• a Unique Mandate Reference (UMR)1, specific to the mandate in question and attributed by the creditor to
identify all associated direct debit transactions;
• the SEPA Creditor Identifier (SCI)2 required to issue direct debit orders.
1 In certain cases, such as the signature of the mandate upon purchase of a subscription by post, the mandate is signed in a generic format at the time of
subscription, with the UMR attributed by the creditor upon receipt and subsequently transmitted to the customer.
2 In France, the SCI is attributed to the creditor by the Banque de France, via the former’s banking institution. In the case of creditors using several different banks,
a single request is required as the SCI may be used to issue direct debit orders via the creditor’s different banks.

.../...
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At this stage, the creditor must present the payer with information concerning the dates and amounts of future
transactions (in the form of a payment schedule). If necessary, this information may be modified (e.g. in the
event of consumption exceeding the service initially forecast), provided the payer is informed in advance,
for example by way of an invoice or amended payment schedule.
2. Only for intercompany direct debit transactions (SDD B2B – business-to-business): the payer transmits a copy
of its direct debit mandate to its account-holding institution.
3. The creditor transmits the direct debit order to its account-holding institution.
4. The direct debit order is exchanged through interbank payment circuits prior to the execution date.3
5. At the execution date, the payer’s banking institution debits the payer’s account, and the funds are transferred
to the creditor’s account-holding institution.
6. The creditor’s banking institution credits the account specified in the direct debit order.
3 The rules applicable to SEPA direct debit provide for a minimum period of one day between the transmission of the order to the institution to be debited and the
execution date of the order.

3.2 Strong authentication
Definition and legal framework
“Strong authentication serves to
verify the identity claimed by an entity.
Authentication is generally preceded
by identification to allow the entity
in question to be recognised by the
system by way of an item or piece of
information attributed to it.5 In short,
identification means communicating
one’s identity; authentication means
providing proof of one’s identity.”6
While it may be easy to define static
authentication by use of a simple
password, strong authentication
involves concepts that must be
described in more precise terms.

PSD 2 defines strong authentication
as “an authentication based on
the use of two or more elements
c a t e g o r i s e d a s k n ow l e d g e
(something only the user knows),
possession (something only the
user possesses) and inherence
(something the user is) that are
independent, in that the breach
of one does not compromise
the reliability of the others, and
is designed in such a way as to
protect the confidentiality of the
authentication data”.

in the regulatory technical security
standards associated with the
directive (see Chapter 1, “The impact
of PSD 2 on payment security”).
In addition, Article 3 specifies that
this obligation “does not apply to
[…] payment transactions based on
[…] paper-based drafts”. Cheques,
paper-based payment orders and
direct debit mandates, in particular,
are thus excluded from the scope
of this mechanism.

PSD 2 provides for systematic use of
strong payer authentication for any
transaction initiated electronically
by the payer, with the exception of
a limited number of cases set out

5 For instance, regarding payments:
a credential or personal code,
an account number or card number.
6 Definition of the French National
Cybersecurity Agency:
http://www.ssi.gouv.fr/entreprise/glossaire/a/
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Furthermore, Article 97 of PSD 2
specifies that “for electronic remote
payment transactions, payment
service providers apply strong
customer authentication that
includes elements which dynamically
link the transaction to a specific
amount and a specific payee”.
Like account-holding institutions,
institutions providing account
information or payment initiation
services are subject to the same
obligations and must in particular
allow account-holding institutions to
authenticate their customers.

Authentication solutions
applicable to credit transfers
Authentication solutions applicable
or admissible to secure the initiation
of a credit transfer may be based
on three categories of factors set
out by the directive as constituting
strong authentication.
A “knowledge” factor
Implementation of a knowledge
factor requires the use of a piece
of data known exclusively to the
payment means holder. This data
generally consists of a static
password and/or a confidential code.
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More rarely it may be a piece of
information associated with the user
– date of birth or marriage, name of a
pet, vehicle model, etc. – but, given
the increasing ease of collecting
personal data on the internet or
social networks, use of this type
of information to initiate payments
should be prohibited, except as an
emergency solution in the event of
proven technical unavailability of the
other authentication services.
For credit transfers, a “knowledge”
factor must often be entered when
logging on to a bank website or
when opening a mobile banking
application. This factor is then
supplemented with another type
of factor upon confirmation of the
transfer order.
A “possession” factor
Implementation of a possession
factor is based on the use of a
personal physical object in the
sole possession of the initiator of
the transfer.
The strong authentication solution
most widely used for private
individuals by French market
institutions involves the entry
of a one-time password (OTP)
transmitted by SMS to the account

holder’s mobile phone (SMS OTP)
to confirm a web-based transaction.
This solution is founded on
possession of the mobile phone
registered with the institution.
Variations include transmission of
the OTP by email or interactive voice
response (IVR).7
However, as stated in the 2013
annual report of the Observatoire de
la sécurité des cartes de paiement
(OSCP – Observatory for Payment
Card Security), this technique suffers
from several security weaknesses:
• security measures suitable for
transmission of sensitive data are
not applied to the communication
channel used to send the SMS;
• the possibility of hacking into
the account holder’s mobile phone
line, under certain conditions, 8

7 In this case, an IVR server calls the
telephone of the cardholder and dictates the
OTP to be used to confirm the transaction
in question.
8 This fraud technique, commonly known as
SIM swapping, involves the fraudster stealing
the identity of the owner of the mobile phone
line from the mobile operator with the pretext of
replacing the SIM card (claiming for instance
that the phone has been lost or stolen, or that
the SIM card format must be changed).
It bypasses customer identification procedures
implemented by mobile operators or their
distribution networks.
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may allow fraudsters to receive
SMS messages intended for
authentication, unbeknownst to the
account holder.
As an alternative to sending
an OTP by SMS, email or IVR,
some issuers use a (smartphone)
application to authenticate the user
during a transaction, requesting
confirmation that the user is indeed
registering a credit transfer order.
These applications may function in
different ways depending on the
user’s preferences. For instance, to
use an OTP transmitted or generated
by the application, the user may be
required to:
• switch on the screen of his or her
smartphone to start authentication;
• enter a confidential code
(knowledge item) to access
the application;
• enter a confidential code on the
credit transfer registration page to
finalise authentication.
These banking solutions make it
possible to implement additional
measures intended to secure the
transmission of the authentication
code, while maintaining a process
that is not too dissimilar from

what users have already become
accustomed to through SMS OTP.
Likewise, mobile phone operators
have developed a standard known
as mobile connect to incorporate a
secure application into the SIM card,
which is used to authenticate the
user by way of a possession item
and potentially a knowledge item.
This authentication application is
intended for various types of service
providers (payment services, but
also public transport, ticket offices,
etc.) and must be compatible
with PSD 2 requirements and the
regulatory technical standards
(RTS). For a given mobile phone and
SIM card, activating this method
of authentication requires initial
registration for legitimate users of
the service.
These different mobile phonebased authentication mechanisms
a r e v u l n e r a b l e t o m a l wa r e
installed in the phone, potentially
compromising the security of the
procedure.9 Development of the
technical environment for mobile
phones continues to advance,
however, offering functions to
enhance security, particularly
by securing mobile operating
systems to prevent the execution
of malicious applications using

security technologies similar to
those implemented for computers
(antivirus, firewalls, spyware
blockers, etc.).
For customers who cannot use an
OTP or smartphone application, e.g.
corporate clients or those with no
mobile phone, account-holding
institutions may provide a physical
system known as an authentication
token that displays a code valid for a
limited period of time, synchronised
with a remote authentication server
and incremented according to a
pre-defined frequency (e.g. every
60 seconds). This code must be
entered during the transfer order
registration process.
More advanced systems, equipped
with a digital keyboard, allow for
additional interaction: in such cases,
a valid OTP can only be obtained
after entering a confidential code
known solely to the holder of the
system or a code displayed on the
transfer order registration screen,
depending on the case.

9 In general, use of a mobile phone raises the
question of independence between the SMS
channel and the internet browsing channel on a
single mobile phone.
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However, this system has limits due
to the use of a token:
• users do not always carry the
token when travelling;
• the token is often kept right next
to the computer used to carry out
transfers on the internet, and is not
maintained with the same care as a
card kept in a wallet or purse;
• for several solutions of this type,
particularly those that do not involve
the use of a keyboard, it may be
difficult to establish a dynamic
link between the transaction, the
amount and the payee.10

bracelet, to be used with a reader
intended solely for authentication of
the holder by way of a confidential
code. This type of solution, rarely
used in France but very common in
Belgium for instance, is nonetheless
costly to implement, as it requires
providing the customer with a reader
and potentially a specific software to
ensure a level of security equivalent
to that of an electronic payment
terminal designed to accept
card payments.

To address these limits, some
players offer solutions based on a
smart card, such as a payment card
or identity card, or even a connected

Finally, and mainly for corporate
clients, institutions also use
recognition of electronic certificates
as a possession-based authentication
factor. Such certificates authenticate
the user through the equipment
used (server, computer, etc.) or a tool
connected to that equipment, such
as a flashdrive or smart card reader.

Basic authentication token

Authentication token with keypad

An “inherence” factor (biometry)
Biometry is defined as 11 “all IT
techniques allowing for automatic
recognition of an individual based
on his or her physical, biological, or
even behavioural characteristics”
by the Commission nationale de
l’informatique et des libertés (CNIL
– the French data protection body),12
which specifies that “biometric
data are personal as they serve
to identify an individual. For the
most part, they are unique and
permanent (DNA, fingerprints, etc.)”.
As clearly stated in this definition,
the sensitivity of biometric data is
based in particular on the possibility
of identifying a person without that
person’s consent. However, when it
comes to electronic payments, they
serve to confirm, i.e. authenticate,
a person’s identity. Rather than
comparing a person’s data with all
data in a user database, which is the
case for identification, authentication
consists in simply comparing a
person’s data with previously
registered reference data.

10 Particularly in the case of time-based codes
usable for several transactions.
11 See https://www.cnil.fr/fr/definition/
biometrie
12 CNIL is the public body responsible for
ensuring protection of personal data.
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To use biometric systems to
authenticate the issuance of
credit transfers, the terminal used
to validate payment orders must
itself be equipped with a biometric
recognition sensor. Two main types
of systems are currently in use:
• dedicated biometric data readers
incorporated into the terminals used,
such as fingerprint readers in a
growing number of smartphones,
tablets and computers;
• biometric recognition mechanisms
based on the use of non-dedicated
sensors, e.g. cameras or
microphones incorporated into the
terminal used, for facial or vocal
recognition purposes.
A growing number of smartphone
and laptop manufacturers have
incorporated such biometric
recognition devices into
their products. Large-scale
commercialisation of these new
models contributes to familiarising
the general public with biometric
techniques while presenting an
opportunity to introduce and use
biometric technologies for payments.
Biometry is highly practical in that it
simplifies and speeds up payment
initiation procedures, and can even

solve problems for people who have
difficulty memorising a password
or confidential code. However,
biometr y also raises several
specific issues.
• Th e d e f i n i t i ve n a tu r e o f
compromised prints: should a
biometric print (e.g. a fingerprint)
be compromised, regardless of
the context (including in a situation
unrelated to payments), the damage
is irremediable and the compromised
print should not be reused to
authenticate payment transactions.
• Limits to the universality of
biometric mechanisms: some people
may be unable to use their biometric
prints, either temporarily (wear, stain,
injury, etc.), or permanently (physical
characteristics incompatible with the
biometric system, disability, etc.).
• The difficulty in setting the
tolerance level of the biometric
device, which influences the error
rate: two main types of rates are
generally measured in the field of
biometry, the false rejection rate
(FRR)13 and the false acceptance
rate (FAR),14 expressing the device’s
requirement level and the level
of tolerance with regard to the
biometric print taken and compared
to the reference print. As such, cuts

and burns on the fingers, or even
simple perspiration can lead to a
rejection, just as background noise
may interfere with a vocal analysis.
These rates may vary to a more or
less significant degree depending
on the physical characteristic being
analysed, the quality of the biometric
reader and the algorithm used. The
difficulty arises from the fact that
although the tolerance level may be
adjusted, changes in false rejection
rates and false acceptance rates
are often inversely proportional.
No public FRR or FAR data exists
for currently available devices, thus
making it difficult to assess the
security of the algorithm used.
• The difficulty in assessing a
system’s inherent level of security:
in addition to security associated
with configuration of the algorithm
used, it is essential to measure
these systems’ capacity to resist
deception techniques (using a
false print replicating that of the
recognised user) and attacks on
system deployment. Although no
accessible system exists today
13 FRR is the likelihood that the biometric
system may wrongly reject an access request
from an authorised user.
14 FAR is the likelihood that the biometric
system may accept an access request from an
unauthorised user.
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Box 3

Regulations applicable to biometric recognition mechanisms
Prior to the implementation of the General Data Protection Regulation (GDPR) on 25 May 2018, biometric
recognition mechanisms were subject to prior authorisation by the Commission nationale de l’informatique
et des libertés (CNIL – the French data protection body) in accordance with Article 25-I-6° of the French Law on
Information Technology, Data Files and Civil Liberties.
CNIL was thus able to authorise institutions to use biometry as an authentication factor to access means of
payment or to carry out remote payment transactions.
On the basis of the applications it examined and the economic context, as well as the changing legislative
landscape both in France and in Europe, CNIL committed to setting out guidelines applicable to biometric systems.
Although no reference framework exists for biometric solutions intended for the general public (outside of
professional applications), thereby simplifying formalities for organisations, some overarching features emerge.
As such, with a focus on data protection (as of the design phase and by default), and in accordance with the right
to digital self-determination, CNIL states its determination to avoid biometry being imposed in all daily uses,
and to guarantee that the individuals concerned have control over their biometric data.
Users of a service must have the possibility to opt for a technique with the same level of ease of use and the
same conditions for access as a biometric mechanism (for example, the choice of an alternate technology must
not impose additional constraints in terms of time or cost).
Furthermore, the GDPR recognises biometric data as “sensitive” (Article 9) and forbids the use of such data as
a matter of principle. Although this prohibition may be lifted in certain conditions, the only condition applicable
to the case at hand is the explicit consent of the individuals concerned. To be valid, such consent must be free,
specific, informed and unequivocal. As such, an alternative authentication mechanism must be available. This
also means that the individuals concerned are free to change their mind at any time and, if they so desire, have
their biometric template deleted.
Furthermore, an impact analysis with regard to data protection should be conducted concerning large-scale
processing of sensitive data, within the meaning of Article 9 of the GDPR, in accordance with Article 35-3-b of
the GDPR. In particular, this analysis should cover:
•

the principle of relevance and proportionality: justification for the use of a biometric system (legal obligation,
combating fraud, etc.) and the reasons for not choosing other authentication factors;

•

the risk-appropriate guarantees and security measures implemented considering the sensitivity of biometric
data (immediate deletion of raw data as of enrolment and deletion of the template following comparison, or
storage of the template on a medium accessible only to the user, etc.).
.../...
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Regarding this last point, the control exercised by the individuals concerned of their biometric data is unquestionably
reduced when the biometric template is stored in remote servers rather than on a media held exclusively by the
individuals in question. Indeed, should an individual medium be compromised, the consequences would be far
less severe than for a centralised database containing several templates.
That is why CNIL encourages organisations to store biometric templates under the exclusive control of the
individual concerned (on an individual medium or in a central database in a format encrypted by a unique
encryption/decryption key held solely by the individual concerned).
Furthermore, several different players are likely to participate in the data processing chain associated with
biometric authentication (e.g. supplying/managing the template storage medium or handling use of the biometric
authentication factor).
Close attention is therefore necessary to allocate responsibilities in a clear manner and take account of data
protection rules as of the design phase of the services in question.
Finally, in certain cases CNIL considers that biometric processing falls within the definition of the homestyle exemption
provided for in Article 2 of the French Law on Information Technology, Data Files and Civil Liberties and the GDPR
(see https://www.cnil.fr/fr/biometrie-dans-les-smartphones-loi-informatique-et-libertes-exemption-ou-autorisation).

that is certified as capable of
withstanding all common deception
techniques, periodic tests carried
out in a specialised laboratory
can serve to guarantee systems’
resilience when faced with the most
common techniques.

Signature of the direct
debit mandate
SEPA direct debit works on the basis
of a mandate signed by the debtor.
This signature certifies the payer’s
consent to the direct debit orders
to be issued, within the limits of
the information specified on the

mandate. Under PSD 2, strong
payer authentication is not expressly
required for mandates signed
electronically, but close attention
is being paid to such mandates
with an eye to securing SEPA direct
debit transactions.
As the payer’s banking institution
is not directly involved in its
customer’s signature of a mandate
(except for SDD B2B), the creditor
is responsible for implementing
strong authentication, and has
the option of using mechanisms
provided by banks to secure other
electronic means of payment such
as credit transfers.

In France, electronic signature
of direct debit mandates has
developed considerably since SEPA
migration, thanks to the creditors’
efforts. The system is based on two
main models.
• When both parties are present, the
most common technique of digitising
a mandate involves a handwritten
signature of service contracts
including a direct debit mandate on
a tablet (generally carried out in the
creditor’s office or the payer’s home).
These solutions do not, however,
allow for automated authentication
of the signature or identity of the
holder of the account to be debited.
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As such, they use visual recognition
by the creditor (e.g. by verifying the
signer’s ID card).
• In situations of remote contact or
contractualisation, the payer confirms
the mandate by way of an electronic
signature that authenticates the
signer and the information contained
in the mandate via a cryptographic
mechanism. In this case, the payer
is generally authenticated by way
of a single-use confirmation code.
This requires the creditor to have
its customer’s phone number or
physical or electronic address
prior to the transaction. This data
must be collected in a sufficiently
secure manner. For example,
the French Directorate General
for Public Finances has added
two-dimensional bar codes (also
known as QR codes) to payment
notifications. By scanning the code
with their mobile phone equipped
with the impots.gouv mobile
application, taxpayers have the
possibility to generate and confirm
a single-use direct debit mandate.
Pre-enrolment in the application
is required (personal identification
and IBAN – International Bank
Account Number).
To address the issue of authentication
for remote signature of mandates,
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some European countries use public
or dedicated structures.
• European countries such as
Belgium and Spain that have
implemented national ID cards with
a built-in chip can take advantage
of the associated authentication
mechanisms, using the card reader
provided to payers, to authenticate
the signature of an online direct
debit mandate.
• In the Netherlands, Austria and
Portugal, interbank mandate service
providers offer an online electronic
mandate signature mechanism.
Debtors must first choose their bank,
and are then redirected to the bank’s
website for authentication and to
confirm the data contained in the
mandate. This is known as a “fourcorner” system, as the creditor, the
supplier of the mandate solution, the
debtor and the bank all participate.
• An Italian service provider in the
banking sector offers a four-corner
system that puts the creditor’s bank
in contact with the debtor’s bank
for the signature of the mandate.
This system carries out a form
of authorisation request to the
bank managing the account and
authenticates the account holder
using his or her telephone number.

Through these solutions, the account
holder is authenticated by the bank
managing the account, which can
then implement the authentication
procedures specified for the transfer.
In addition, the account-holding
institution knows the nature of the
mandate prior to receiving the direct
debit order, and can thus identify the
creditors authorised to issue direct
debits on the customer’s account.
By sharing this information, the
account-holding institution enjoys
the same visibility for SDD core
mandates as for B2B mandates.

3.3 Additional security
measures associated
with SEPA
payment means
Going beyond payer authentication
mechanisms, additional measures
may be implemented by players in
the payment chain to reduce risks
of fraud or render exchanged data
less sensitive.

Protection of banking credentials
Credit transfers and direct debits
use the bank account identification
number, or IBAN, which serves to
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Structure of French IBANs
The IBAN (International Bank Account Number) of accounts located in France is made up of 27 characters,
beginning with the country code FR followed by 2 characters comprising an initial set of check digits, and then
the 23 digits of the former relevé d’identité bancaire (RIB) used in France prior to SEPA migration (bank code,
branch code, account number and RIB check digits).
IBAN structure
Country code
Bank code
Account number
F R 1 4 3 0 0 0 1 0 1 9 0 1 0 0 0 0 Z 6 7 0 6 7 0 3 2
Branch code
Check
Check
digits
digits
The length of the IBAN nonetheless varies depending on country, and may comprise up to 34 characters.
identify the accounts to be debited
and credited in execution of payment
orders. With the transition to SEPA
instruments, IBAN has become the
central factor for the issuance of
credit transfers and direct debits,
in the context of both domestic and
international transactions.
In France, IBAN is considered
vulnerable to fraud, particularly to

fraudulent direct debit orders, i.e.
when a fraudster hacks an IBAN to
access a good or service paid for by
the holder of the account associated
with the IBAN in question.

To this end, before carrying out any
transaction, account holders are
strongly recommended to verify
the legitimacy of parties to which
an IBAN is communicated.15

As such, current account holders
are encouraged not to disclose
their IBAN except to a creditor
implementing a direct debit or a
third party issuing a credit transfer.

15 See Appendix 1,
“Security recommendations
for the use of payment means”.

Box 5

In what cases should the IBAN
be considered sensitive data under PSD 2?
The second European Payment Services Directive (PSD 2) stipulates that the IBAN (International Bank Account
Number) and the name of the account holder are not considered sensitive payment data as regards the activity
of payment initiation service providers (PISP) and account information service providers (AISP).1 This provision
is justified by the fact that communicating such data to the aforementioned payment service providers (PSP)
1 PSD 2 Article 4-32.

.../...
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may be necessary to allow them to provide payment services. Apart from these two use cases, clearly defined
by PSD 2, the IBAN must be considered sensitive payment data.
As a result, PSD 2 strictly circumscribes the use of IBANs by all players, whether account servicing PSPs, AISPs
or PISPs. A distinction must be made between different cases:
•

“internal” processing of IBANs by PISPs and AISPs: PSD 2 authorises these service providers to store IBAN
data, while requiring implementation of a secure process to “file, monitor, track and restrict access to sensitive
payment data” and a security policy to limit risks of “illegal use of sensitive [...[ data”;2

•

“internal” processing by account servicing PSPs: these PSPs may store IBAN data, but must apply the same
security framework as that referred to for PISPs and AISPs;

•

processing in exchanges between account servicing PSPs and PISPs or AISPs: IBANs are not considered
sensitive payment data and can thus be exchanged among these PSPs (such exchanges of data must
nevertheless be secured);3

•

processing in the framework of relations between PISPs or AISPs and their customers: IBANs are considered
sensitive payment data and the Banque de France thus recommends that IBANs be disseminated in a limited
manner and masked if displayed in the user space;

•

processing in the framework of relations between account servicing PSPs and their customers: IBANs are
considered sensitive payment data and the Banque de France thus recommends that IBANs be disseminated
in a limited manner and masked if displayed in the user’s online banking space.
IBAN considered
non-sensitive data

Security obligation provided
for in PSD 2

Account
servicing
PSP

Security obligation provided
for in PSD 2 and specified in the RTS

Security obligation provided
for in PSD 2

IBAN considered
sensitive data

Customers

Banque de France
security recommendations

Aggregating
or Initiating
PSP

2 PSD 2 Article 5-1-g and j.
3 Use of a secure dedicated interface as provided for in Article 98 of PSD 2 and specified in the regulatory technical standards (see Chapter 1, “The impact of PSD 2
on payment security”).
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Risks of fraud
associated with IBAN disclosure
SDD B2B poses little risk, as the
mandate must be transmitted to
the bank managing the account to
be debited prior to the transaction.
However, SDD core presents a
material risk16 in two situations.

• Fraudulent client: a fraudster may
complete an SDD core direct debit
mandate using an IBAN stolen from
a victim. This practice, known as
IBAN theft, is used to subscribe to
a service.
• Fraudulent creditor: a fraudster
registers itself with a bank

as a creditor and requests a
SEPA Creditor Identifier, which
subsequently enables the fraudster
to initiate illicit direct debits using
16 Account numbers are still used by a small
number of institutions to log on to remote
banking services, but this case will not be
addressed here, particularly since the account
number itself does not grant access to the site
without additional information.

Box 6

Regulations applicable to the protection
of personal payment data, including IBANs
The IBAN1 is an item of personal data, both within the meaning of the definition provided by the Commission
nationale de l’informatique et des libertés (CNIL – the French Law on Information Technology, Data Files and Civil
Liberties, Article 2), and the General Data Protection Regulation (GDPR, Article 4-1).
However, the aforementioned legislation does not consider this type of data to be sensitive. As such, it is not
governed by any specific framework.
Firstly, as this study demonstrates, the main watch points associated with the processing of IBANs correspond
to the security mechanisms surrounding transactions.
More specifically, security guarantees should be provided, suited to the risk level of each type of transaction,
and measures should be updated in terms of both the technologies or mechanisms used, and the types of fraud
to which they are vulnerable.
Secondly, the IBAN processing framework applied must depend on the objective of the processing initiative in
question and the risks it poses for the individual account holders concerned.This risk level may initially be estimated
via an empirical approach, particularly with regard to the criteria set out by the Article 29 working group (group
of European data protection authorities) in its 2016/679 guidelines on data protection impact assessments. As a
reminder, these assessments are used to evaluate the risk associated with the data processing initiative, and to
implement appropriate measures to limit impacts on individual rights and freedoms. CNIL has also published
various guides on its website to explain the methodology behind the impact assessment, as well as a tool to
assist in carrying out the study.
1 International Bank Account Number.
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stolen IBANs. In this type of
scenario, the fraudster issues direct
debit orders and transfers the funds
received as soon as possible to
avoid the deposits being reversed
following complaints or claims on
the part of victims. This practice
thus involves illegitimate issuance
of direct debit orders.
Risks associated
with databases and payment orders
Credit transfers pose little risk of
fraud through the use of a stolen
IBAN, as the transaction credits the
beneficiary’s account rather than
debiting it. Nonetheless, many
credit transfers stem from corporate
business practices. These orders are
generated for the most part using
IBANs present in databases. As
such, a weakness in the security
system of a database could make
it possible for a person acting with
malicious intent to replace one
or more legitimate IBANs with
his or her own account or that of
accomplices. The payment order
files thus generated allow the
fraudster to divert funds to the
accounts inserted into the database.
A similar practice involves a
fraudster with the ability to access
a company’s IT system falsifying
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transfer orders pending transmission
to modify the receiving account.

To date, there exists no ad hoc
certification guaranteeing the
target level of security for the
storage of IBANs, credit transfer
orders and login data for online
banking ser vices. However,
based on shared best practices
for the protection of sensitive
data, several security measures
may be considered, particularly
by professionals.

In addition, companies and accountholding institutions are encouraged
to pay special attention to their
rules concerning communication
of IBANs to prevent any unwarranted
exposure (e.g. in general terms and
conditions, professional signatures,
letterhead, purchase orders, etc.).
When appropriate in terms of
volume and cost, companies may
also guard against risks of fraud by
establishing accounts dedicated
to specific uses (e.g. an account
dedicated to cheque payments
that would reject any other form of
payment, an account dedicated to
customer direct debits, etc.).

Corporate payment orders are
frequently generated by specialised
software, which must guarantee
secure development with regular
updates, a mechanism to manage
access rights and a monitoring
system making it possible to
a n a l ys e a c t i v i t y a n d , w h e n
necessar y, detect suspicious
behaviour. This includes reducing
the exposure of IBANs, for instance
by partial masking when full
visibility of the data is not required.
Such software must also provide
for secure IBAN storage to ensure
the confidentiality and integrity of
the data, particularly by means
of encryption.

Finally, to reduce risks associated
with circulation of IBANs, companies
may choose to implement a
mechanism known as “tokenisation”,
which is already used to protect
payment card numbers. Employed
in a specific context (an individual
transaction, a type of transaction,
an initiation channel or for a limited
time), this procedure involves using
an alias rather than the data to be
protected. As such, should a message
be intercepted by a fraudster, the
alias could not be reused outside
of the limited scope for which it is
intended. A French institution has
introduced this technique as part
of an interbank service.

Protective measures
for storing IBANs
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Kinematics and
other security measures

list the following criteria for use in
risk analysis:17

As account-holding institutions are
legally required to execute transfer
orders rapidly, measures to combat
fraud must be implemented prior to
order confirmation.

• identification of abnormal
spending or behavioural patterns;
• detection of unusual information
a b o u t t h e p aye r ’s d ev i c e /
software access;

Analysis of transaction risk levels
In addition to strong authentication
solutions, techniques to assess
transaction risk levels, also known as
scoring, consist in attributing a score to
a transaction to determine if it should
be blocked, delayed or executed.
Scoring tools are generally based on
rules established with reference to
known cases of fraud. For instance,
when it comes to credit transfers,
rules may take into account the credit
transfer data (type of account to be
debited, amount, new account to be
credited or not, etc.), the profile of the
account holder and the data collected
by the institution concerning the
customary behaviour of the account
holder (frequent or scarce use of the
communication channel employed,
amount of previous credit transfers,
frequency of use of the means of
payment in question, etc.).
The regulatory technical standards
associated with PSD 2 notably

• identification of a malware
infection in any session of the
authentication procedure;
• identification of a fraud scenario;
• an abnormal or high-risk account
holder location.
Going beyond unitary analysis of cash
flows, account-holding institutions
may use information concerning
obser ved flows (direct debit
rejection rates, atypical destinations
or beneficiaries for credit transfers,
etc.) for all of their customers.
In addition to facilitating detection of
attempted fraud, this cross-checking
of data allows institutions to inform
customers, when necessary, of
transactions identified as probably
being suspicious.
Configuring tools serves to fine-tune
rules by modifying the weight of
the data used. Once scoring rules

have been established, the system
uses the calculated score to
determine whether it is necessary
to implement a supplementary
level of authentication or alert
the account holder for additional
confirmation, e.g. by cross-checking
with the customer.
Interbank cross-referencing
of the IBAN and the identity
of the account holder
To guard against fraud involving the
hacking of banking credentials, the
use of mechanisms to verify that the
IBAN entered is consistent with the
identity of the counterparty (personal
or corporate name, address, etc.)
prior to issuing a direct debit or credit
transfer order, can be effective. Such
services, implemented on a national
level in certain European countries
including France, will be especially
effective in that they will cover a
broad banking base.

17 These data are also indexed in the single
authorisation mechanism set out in France
by CNIL to govern data processing initiatives
intended to combat external fraud in the
financial and banking sector: https://www.cnil.
fr/fr/declaration/au-054-lutte-contre-la-fraudeexterne-dans-le-secteur-bancaire-et-financier
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Credit transfer time delay measures
Online banking sites allow users to
manage a list of beneficiaries, thus
sparing them the task of entering
the IBAN of the receiving account for
each new transfer order and making
it possible to implement measures
to combat fraud upon registering
a new beneficiary account. The
most common measure involves
confirming registration of a new
account within a pre-determined
period of one to three days, during
which no payment may be issued to
the new beneficiary. This measure
presents two advantages in terms
of combating fraud:
• it enables the use of a different
communication channel (e.g. email or
SMS) to inform the customer of the
procedure underway to add a new
beneficiary, thus giving the customer
time to react, if necessary;
• it is an effective measure against
automated fraud mechanisms such
as malware and phishing, which
fraudsters generally use in attempts
to initiate fraudulent credit transfers
when their victim first logs on to his
or her online banking platform.
These time delay measures
nonetheless inconvenience users
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when it comes to accessing means
of payment, and may hinder the
activities of payment initiators
(see Chapter 1, “The impact of
PSD 2 on payment security”)
and the development of instant
transfer services.
In this context, it appears necessary
to develop secure means of
sidestepping this delay, which have
already been initiated by a number
of institutions, e.g. by implementing
an additional mobile communication
channel allowing users to confirm
the addition of a new beneficiary
following strong authentication. The
emergence of effective real-time
scoring systems, including for credit
transfers, also seems appropriate to
compensate for time delay measures.

the debtor’s bank at the latest the
day before execution is requested.
Account-holding institutions may
take advantage of this deadline to
verify with the account holder or an
authorised representative that the
direct debit is legitimate, by way of an
alert mechanism (by email or SMS)
or a cross-check.
SDD core regulations require
account-holding institutions to
allow their customers to establish
a list of authorised (or unauthorised)
creditors. When such a list is
established, the account-holding
institution will reject direct debits
to other creditors. Note that it is also
possible to request that the accountholding institution block execution
of certain types of transactions on
a given account.

Security measures
specific to direct debit transactions
SDD B2B orders present little risk
insofar as the holder of the account
to be debited must submit the
mandate to the institution managing
its account beforehand. However, as
mentioned above, SDD core orders
present a material risk of fraud, which
the account-holding institution must
take into account prior to executing
the transaction. That is why SDD
core orders must be received by

3.4 Conclusion
and recommendations
of the Observatory
The Observatory notes that SEPA
payment means, although relatively
recent, already feature effective
security solutions that make it
possible to ensure particularly low
rates of fraud compared with other
payment instruments.
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Stronger authentication
of transactions
Authentication solutions exist
and have been implemented to
secure electronic transfer orders
issued by customers across the
variety of channels available: online
banking sites, mobile applications,
secure intercompany messaging
services, etc. The Observatory
encourages account-holding
institutions to continue developing
these solutions, which build on
both the national payment strategy
and regulatory requirements for
payment authentication. As such,
institutions are encouraged to
bring the solutions implemented
into line with the requirements
set out in the regulatory technical
standards associated with PSD 2.
Players looking to develop biometric
solutions should also pay particular
attention to compliance with specific
requirements in this domain.
Regarding direct debit transactions,
the Observatory notes the efforts
made by French creditors to
promote dematerialised solutions
for the signature of mandates. In this
regard, the Observatory encourages
creditors to implement strong
authentication solutions for these
new dematerialised processes,

and welcomes the development
of interbank solutions enabling
creditors to verify the identity of the
account holder. The Observatory also
recalls that institutions are required
to offer their customers a service
allowing them to manage a list of
mandates authorised, or on the
contrary not authorised, to debit their
account, and encourages private
individuals and companies to take
advantage of these mechanisms
where appropriate.
Development of risk assessment tools
In addition, the Observatory stresses
its support for the implementation of
protective measures to supplement
authentication mechanisms, such
as systems to assess the level of
risk of a transaction and making it
possible to adjust the authentication
level required upon payment or alert
the customer, if necessary.
In particular, improvements
to scoring and authentication
techniques must make it possible
to discontinue time delay measures
on transfers to new beneficiaries.
In addition to the constraints they
place on users, these measures
impede the implementation of the
payment initiation service provided
for by PSD 2 and the introduction of

payment solutions based on instant
credit transfers.
Securing sensitive data
Protecting account numbers
(IBAN) is also a cornerstone in the
endeavours to secure SEPA payment
means. To limit risks of interception
or substitution for fraudulent ends, it
appears necessary for professional
players to implement mechanisms
serving to secure this information,
both in databases and in all types of
channels for exchanging information
(payment order files, electronic
messaging services, etc.), by
encryption and even tokenisation
when possible.
Vigilance necessary
on the part of all users
Lastly, the Observatory encourages
users of SEPA payment means,
private individuals and companies
alike, to contribute to securing their
means of payment, in particular
by ensuring the confidentiality,
and in the case of companies, the
protection of any payment data
liable to be used for fraudulent ends.
Special attention must be paid to
monitoring transactions charged
to their account. In this regard,
compliance with precautionary
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recommendations, presented in
Appendix 1 of this report, directly
contributes to preventing risks of
fraud. More generally, carrying out
payments via devices designed
for the general public, such as
smartphones, requires every user
to take steps to guard against
potential attacks, in particular by
following basic precautions and best
practices, such as those published
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by the Agence nationale de la
sécurité des systèmes d’information
(ANSSI – the French National
Cybersecurity Agency).18
In conclusion, the Observatory
stresses the need for a
comprehensive assessment of the
level of security offered by available
solutions, as well as the constraints
they impose on users (ergonomics

for consumers, implementation
and management for companies).
In particular, the Observatory
encourages payment ser vice
providers to take special care to
protect users during the trial phases
of new security solutions.

18 See https://www.ssi.gouv.fr/
particulier/guide/recommandations-desecurite-relatives-aux-ordiphones/
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A1

Security recommendations
for the use of payment means

Fraudsters are always trying to find new ways to bypass ever more stringent security mechanisms.
This is why the users of cashless payment means (cards, cheques, credit transfers and direct debits)
must be increasingly on their guard and make sure they keep abreast of the protection mechanisms
in place and recommended secure payment habits.
A number of types of fraud targeting cashless payment means have been identified:
• i ssuance of fake payment orders, either involving the theft or counterfeiting of a physical payment instrument,
or through the misappropriation by a third party of data or banking credentials;
• m
 isappropriation or falsification of a valid payment order, through the duplication of a payment order
issued by the lawful holder of the payment instrument or the modification of information contained on it
(amount, name of the beneficiary or payer, etc.);
• f raud involving the use or wrongful repudiation by the lawful holder of a payment instrument, whereby a
validly issued payment order is disputed without grounds, resulting in the cancellation of the receipt of funds.
These different forms of fraud do not all apply in the same manner to the various payment instruments and
vary depending on the payment initiation channel used (face-to-face payments, remote online payments, online
banking, etc.).
The security of your payment instruments hinges directly on your own safety habits.
Please follow these basic security recommendations to protect your transactions.

Be responsible
• Your physical payment instruments, such as your card or cheque book, are strictly personal: never lend them
to anyone, even your closest friends and relatives. Check regularly that you still have them and keep them
in a safe place, preferably separate from your ID documents.

ANNUAL REPORT OF THE OBSERVATORY FOR THE SECURITY OF PAYMENT MEANS – 2017

75

APPENDIX 1
• If the payment instrument comes with a personal identifier (PIN for a card, password for a mobile phone
payment, etc.), keep it secret and do not disclose it to anyone. Memorise it. Avoid writing it down and, if you
do, never keep it with your payment instrument or in such a way that it could be linked to it.
Do not disclose your passwords, personal identifiers and log-in IDs to administrative or judicial authorities or to
your bank, especially by phone or email. These bodies are never likely to request such information.
• When entering your PIN or secret password, make sure that nobody can see it. Shield the keypad on the
terminal, ATM or telephone with your other hand.
• Read your statements carefully and regularly.
• Regularly consult the security advice provided on your bank’s website and make sure that your bank has
your contact details should it need to get in touch with you quickly to verify any suspicious transactions
on your account. Should your bank contact you by phone or email regarding such transactions, remember
that you should not disclose your passwords or personal identifiers to the person contacting you.
• Never agree to pay a seller or lessor of goods who you do not know by money transfer before the goods
have been made available or delivered to you; they may be fraudsters who will delete all means of contact
(email address, social network account, etc.) once they have received the payment.

Be aware
When making payments to businesses or individuals
• Watch how the merchant uses your card. Do not let your card out of your sight.
• Make sure to check the amount displayed on the terminal before validating the transaction.
• When a cheque is automatically filled in by a merchant, pay careful attention to the information that they have
entered, particularly the amount, before you sign the cheque.
• Certain precautions when filling out a cheque help reduce the risk of fraud: do not cross out or write over
anything, fill in the name of the beneficiary and the amount to be paid in figures and in letters without leaving
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any gaps and then draw a line through any unused space. The place of payment and the date must be entered
at the same time as the other information. Your signature must not encroach on the line of numbers at the
bottom of the cheque. Under no circumstances should only your signature appear on a cheque without the
amount and beneficiary, which should be filled in before your signature.

When withdrawing cash from ATMs
• Check the appearance of the ATM. Try not to use machines that appear to have been tampered with.
• Only follow the instructions displayed on the ATM screen: do not let strangers distract you, even if they are
offering assistance.
• If the ATM swallows your card and you cannot retrieve it immediately from the branch, report it right away.

When making online payments
• Do not store your bank details on your computer (card number, account number, IBAN and SWIFT codes, etc.),
never send them in an ordinary email message and verify the security features of the merchant’s website when
you are required to enter them (padlock in the lower corner of the window, URL beginning with “https”, etc.).
• Make sure you are dealing with a reputable company and that you are on the correct site and read the legal
notices and general terms of sale carefully.
• Do not reply to an email, SMS, phone call or any other invitation that you find suspicious. It is particularly
important never to click on a link in a message that refers to a banking website.
• Protect your computer by running the security updates offered by software editors (usually free) and by
installing antivirus software and a firewall.
• Regularly change your passwords and do not select the ‘save’ option to memorise them for future use (should your
identifiers and bank details be intercepted, you could be exposed to fraud across all of your means of payment).
• Do not use the same password for your means of payment, your online bank account and any other websites
on which you have an account.
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When receiving a payment or a payment order
• When you receive a direct debit mandate, check that the information on the creditor (name/company name,
address) corresponds to the information contained in your contract with it. If your bank has compiled a list of
creditors authorised to make direct debits from your account (white list), make sure you keep the list up-to-date.
• Should you receive a remote payment from a payer you do not know personally (e.g. as part of an online
sale transaction), verify that the information provided is correct (name, address, payer identifier, etc.) before
agreeing to the transaction. If in doubt, check with the payer’s bank that the payment means is valid and
that the payer can be trusted.
• Should you receive a banker’s draft (e.g. if you sell your car), contact the issuing bank by finding its address
and phone number yourself (do not rely on the information provided on the banker’s draft) to confirm the
validity of the document before finalising the transaction.
• Verify that received cheques contain all the mandatory information, notably the signature of the issuer, the
name of the paying bank, and the date and place of issue of the cheques. Check also that the information is
consistent (beneficiary, amount, cheque number on the MICR line) and that nothing has been crossed out
or written over, which could be an indication of fraud.

When travelling to other countries
• Find out what precautions you need to take and contact your card issuer before leaving to find out about any
card protection systems that may be implemented.
• Remember to take the international telephone numbers for reporting lost or stolen payment instrument.

Know what to do
If your payment instrument or banking credentials have been lost or stolen
• Report it immediately by calling the number provided by your bank or the issuer of the payment instrument.
Do this for all lost or stolen cards, chequebooks or mobile devices with payment applications. Similarly, inform
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your bank if you have communicated your bank details (account number, IBAN and SWIFT codes, etc.) to a
dubious third party.
• In the event of theft, file a complaint with the police as soon as possible.
If you report a lost or stolen payment instrument promptly, you will be covered by provisions limiting your liability to
the first EUR 150 of fraudulent payments. If you fail to act promptly, you could be liable for all fraudulent payments
made before you report it missing. Once you have reported it lost or stolen, you can no longer be held liable.

If you notice any unusual transactions involving your means of payment
• Contact your bank promptly to verify the validity of any unidentified payment transactions or ones that you
are uncertain about. Be sure in particular to contact your bank should you receive information by phone,
email or SMS confirming or requesting your approval of payment transactions that you have not initiated.

If you see any unusual transactions on your statement, and your means of payment
are still in your possession
Report this promptly so that you are protected against any new fraudulent attempts using misappropriated
payment data.
If you file a claim with the bank that holds your account within 13 months of the debit date of the contested
transaction (time limit set by law), the disputed amounts must be immediately refunded to you at no charge.
If you do this, you will not be liable. Nevertheless, you will be held liable in the event of gross negligence on
your part (e.g. you let someone see your card number and/or PIN and this person has used your card without
telling you) or if you deliberately fail to comply with your contractual security obligations (e.g. you have been
careless enough to tell someone the card number and/or the PIN and this person has used your card without
telling you). Note that if the payment instrument was misappropriated in a non-European country, the time limit
for submitting a claim is 70 days from the debit date of the contested transaction. The issuer of the payment
instrument may extend this limit, although it cannot exceed 120 days.
Naturally, in the event of fraudulent activity on your part, the protective mechanisms provided for under the law will
not apply and you will be liable for all amounts debited before and after reporting the payment instrument lost or
stolen, as well as any other costs resulting from these transactions (e.g. if there are insufficient funds in the account).
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Payer protection in the event of unauthorised payments

The Order transposing the second Payment Services Directive (PSD 2) within the Internal Market, which came
into force on 13 January 2018, amended the legislative framework concerning payer liability in the event of
an unauthorised payment transaction. However, the key principles of the original Payment Services Directive
remain unchanged.
The burden of proof lies with the payment service provider (PSP). Accordingly, if a payer denies having authorised
a payment transaction, the PSP has to prove that the transaction was authenticated, accurately recorded and
entered in the accounts and not affected by a technical failure or some other deficiency. The law strictly governs
the arrangements concerning forms of proof, stating that the use of a payment instrument registered by the PSP
shall in itself not necessarily be sufficient to prove either that the payment transaction was authorised by the
payer or that the payer failed with gross negligence to fulfil one or more of his or her obligations in this regard.
The transposition of PSD 2 provides that in the event the disputed payment operation involved a payment initiation
service provider (PISP), the payer must inform his or her account servicing PSP of the payment transaction.
The latter is required to arrange repayment and shall subsequently address the PISP, which has to prove that
the payment transaction was authenticated, accurately recorded and entered in the accounts and not affected
by a technical failure or some other deficiency.
However, to determine the extent of the payer’s liability, it is necessary to identify whether the disputed payment
transaction was carried out within the territory of the French Republic or within the European Economic Area (EEA).¹

1 The European Economic Area is made up of the European Union, Liechtenstein, Iceland and Norway.
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Domestic and intra-Community transactions
These protective measures cover:
• payment transactions made in euro or CFP francs within the territory of the French Republic;2
• intra-Community transactions in which the beneficiary and the payer respectively call on a PSP that is located:
– in metropolitan France, in the French overseas departments or in Saint Martin, on the one hand,
– in another state party to the EEA agreement on the other;
and carried out in euro or in the domestic currency of one of those states.
As regards unauthorised transactions, i.e. in practice, in cases of loss, theft or misappropriation (including
by remote fraudulent use or counterfeiting) of a payment instrument, the user of the payment service must
inform the PSP that he or she did not authorise the payment transaction within 13 months of the debit date.
The service provider is then required to refund the payer the amount of the unauthorised payment transaction
within one business day and, where applicable, restore the debited payment account to the state in which
it would have been had the unauthorised payment transaction not taken place. The transposition of PSD 2
provides for a delay in repayment in the event that the PSP has just cause to suspect fraud on the part of the
payer. In this case, the Banque de France must be notified. Further financial compensation may also be paid.
Although the maximum time for disputing transactions has been extended to 13 months, the holder of the
payment instrument should notify his or her PSP without undue delay on becoming aware of the loss, theft or
misappropriation of the payment instrument or of its unauthorised use.

Prior to notification to block the payment instrument
Before reporting the payment instrument lost or stolen, the payer could be liable for losses relating to any
unauthorised payment transactions, up to a maximum of EUR 50, resulting from the payment instrument’s
use. If the transaction is carried out without using the personalised security credentials or if it was impossible
for the payer to detect the theft or loss of his or her payment instrument, or if the loss is the result of actions

2 The Order of 9 August 2017 that transposes DSP 2 into French law provides that the majority of its provisions apply to New Caledonia, French Polynesia
and the islands of Wallis and Futuna.
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taken by a person under the responsibility of the PSP, the payer shall not be held liable and shall not be liable
for any financial losses (even up to the maximum of EUR 50).
The payer is not liable if the unauthorised payment transaction was carried out through the misappropriation
of the payment instrument or data related to it without his or her knowledge. Similarly, the payer is not liable
in the event that the payment instrument is counterfeited, if the card was in his or her possession when the
unauthorised transaction was carried out.
However, the payer shall bear all the losses relating to any unauthorised payment transactions arising from
fraudulent actions on his or her part, or from a failure to fulfil the terms of safety, use or blockage agreed with
the PSP, whether with intent or through gross negligence.
Lastly, if the PSP does not provide appropriate means to report lost, stolen or misappropriated cards, the payer
shall not be liable for any of the financial consequences, except where he or she has acted fraudulently.

After notification to block the payment instrument
The payer shall not bear any financial consequences resulting from the use of a payment instrument or
misappropriation of the related data after reporting the loss, theft or misappropriation to his or her payment
service provider.
Once again, if the payer acts fraudulently, he or she forfeits all protection and becomes liable for any losses
associated with the use of the payment instrument.
Notification to block the payment instrument may be made to the payment service provider or to the entity
indicated to the customer by the services provider, as applicable, in the payment service agreement or the
deposit account agreement.
Once the user has notified the PSP that his or her payment instrument has been lost, stolen, misappropriated
or counterfeited, the payment service provider shall supply the user, on request and for 18 months after
notification, with the means to prove that he or she made such notification.
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Transactions outside Europe
PSD 2 partially extends its scope to payment transactions between a PSP located within the EEA and another
located outside the EEA. In this type of payment transaction, often referred to as “one-leg transactions”, the
Directive’s provisions quite broadly apply to that part of the payment transaction that is carried out within
the EEA. For example, a payer that has a payment instrument issued by a PSP located in France will benefit
from protection even if the payment instrument is used in the United States. Consequently, in the event of
an unauthorised payment transaction on behalf of a beneficiary whose PSP is located in the United States (or
elsewhere outside of the EEA), the payer can request repayment from his or her PSP located in France under
the same conditions as those applicable to domestic or intra-Community payment operations.
There are specific provisions in place for payment transactions made by card when:
• the issuer is located in Saint Pierre and Miquelon or Saint Barthélemy, on behalf of a beneficiary whose PSP
is located in a non-European state,3 irrespective of the currency denomination of the payment transaction;
• the issuer is located in New Caledonia, French Polynesia or Wallis and Futuna, on behalf of a beneficiary
whose PSP is located in a state other than the French Republic, irrespective of the currency used.
In such cases, the maximum amount of EUR 50 applies to unauthorised transactions performed using lost or
stolen cards, even if the payment transaction was carried out without using personalised security credentials.
The maximum time limit for disputing transactions has been changed to 70 days and may be extended by
agreement to 120 days. All unauthorised payment transactions must be refunded within one business day.

3 A non-European state is a state that is not party to the EEA agreement.
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Missions and organisational structure of the Observatory

Articles R. 141-1, R. 141-2 and R. 142-22 to R. 142-27 of the Code monétaire et financier (French Monetary
and Financial Code) set out the responsibilities, composition and operating procedures of the Observatory
for the Security of Payment Means.

Scope
Pursuant to Article 65 of the Law of 9 December 2016 (No. 2016-1691) and in accordance with the national
means of payment strategy, Article L. 141-4 of the French Monetary and Financial Code has been amended by
extending the missions of the Observatory for Payment Card Security to all cashless payment means. Henceforth,
in addition to cards issued by payment service providers or equivalent institutions, all other cashless payment
means now fall within the scope of the missions of the Observatory for the Security of Payment Means.
In accordance with Article L. 311-3 of the French Monetary and Financial Code, a means of payment is understood
as any instrument that allows any person to transfer funds, regardless of the form that such an instrument takes
or the technical process used. The means of payment listed below fall within the remit of the Observatory.
Credit transfers, carried out by the payment service provider that holds the payer’s payment account, consist
in crediting a beneficiary’s payment account with a payment transaction or a series of payment transactions
from a payer’s payment account, pursuant to instructions from the payer.
Direct debits are used to debit a payer’s payment account, where a payment transaction is initiated by the
beneficiary on the basis of the payer’s consent given to the beneficiary, to the beneficiary’s payment service
provider or to the payer’s own payment service provider.
Payment cards are payment instruments that enable the holder to withdraw or transfer funds. There are
different types of cards.
• Debit cards draw on a payment account and enable their holders to make withdrawals or payments that are
debited in accordance with a timeframe set out in the card issuance contract.
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• Credit cards are backed by a credit line that carries an interest rate and a maximum limit negotiated with
the customer. These serve to make payments and/or cash withdrawals. They enable their holders to pay
the issuer at the end of a certain period. The payment acceptor is paid directly by the issuer without any
particular credit-related delay.
• Commercial cards are issued to businesses, public bodies or natural persons engaged in an independent
activity. Their use is restricted to expenses incurred in a professional capacity, and any payments made
with them are directly billed to the account of the business, public body or natural person engaged in an
independent activity.
• Prepaid cards can store electronic money.
Electronic money is a monetary value that is stored in electronic form, including magnetically, representing a
claim on the issuer. It is issued (by credit institutions or electronic money institutions) against the remittance
of funds for the purpose of performing payment transactions. It can be accepted by a natural person or legal
entity other than the electronic money issuer.
Cheques are documents whereby a person, the drawer, instructs a credit institution, the drawee, to pay on
demand (at sight) a certain sum to the drawer or to a third party, the beneficiary.
Trade bills are marketable securities that state that the bearer holds a claim for payment of a sum of money
and serves for that payment. Trade bills include bills of exchange and promissory notes.

Responsibilities
Pursuant to Articles L. 141-4 and R. 141-1 of the French Monetary and Financial Code, the Observatory for the
Security of Payment Means has a threefold responsibility.
• It monitors the implementation of measures adopted by issuers, merchants and businesses to strengthen
the security of payment means.
• It compiles statistics on fraud. These statistics are compiled from the information reported by the issuers
of payment means to the Observatory’s secretariat. The Observatory issues recommendations aimed at
harmonising procedures for establishing fraud statistics for the various cashless payment means.
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• It maintains a technology watch on cashless payment means, with a view to proposing ways to tackle threats
to the security of payment instruments. To this end, it collects all the available information that is liable to
reinforce the security of payment means and puts it at the disposal of its members. It organises the exchange
of information between its members while respecting confidentiality where necessary.
In accordance with Article R. 141-2 of the French Monetary and Financial Code, the Minister of the Economy
and Finance may request the Observatory’s opinion on various issues, setting a time limit for its responses.
These opinions may be made public by the Minister.

Composition
The composition of the Observatory is set out in Article R. 142-22 of the French Monetary and Financial Code.
Accordingly, the Observatory is made up of:
• a Deputy and a Senator;
• eight general government representatives;
• the Governor of the Banque de France or his representative;
• the Secretary General of the Autorité de contrôle prudentiel et de résolution (ACPR – the French prudential
supervision and resolution authority) or his representative;
• a representative of the Commission nationale de l’informatique et des libertés (CNIL – the French data protection body);
• fourteen representatives of issuers of payment means and operators of payment systems;
• five representatives of the Consumer Board of the French National Consumers’ Council;
• eight representatives of merchants’ professional organisations and corporations, notably from the retail
sector, the supermarket sector and remote sales and e-commerce channels;
• two qualified prominent persons chosen for their expertise.
The names of the members of the Observatory are listed in Appendix 4 to this report.
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The members of the Observatory, other than the members of Parliament, those representing the state, the
Governor of the Banque de France and the Secretary General of the ACPR, are appointed for a three-year term.
Their appointments shall be renewable.
The President is chosen from the Observatory members by the Minister of the Economy and Finance. He or
she has a three-year term of office, which may be renewed. François Villeroy de Galhau, the Governor of the
Banque de France, is the current President of the Observatory.

Operating procedures
In accordance with Article R. 142-23 et seq. of the French Monetary and Financial Code, the Observatory meets
at least twice a year at the invitation of its President. The meetings are held in camera. Measures proposed
within the Observatory are adopted by absolute majority. Each member has one vote and the President has
the casting vote in the event of a tie. The Observatory has adopted internal rules of procedure setting out its
working conditions.
The secretariat of the Observatory, which is provided by the Banque de France, is responsible for organising
and following up on meetings, centralising the information required for the establishment of payment means
fraud statistics, and collecting and making available to members the information required to monitor the security
measures adopted and maintain the technology watch in the field of payment means. The secretariat also drafts
the Observatory’s annual report that is submitted every year to the Minister of the Economy and Finance and
transmitted to Parliament.
The Observatory may constitute working or study groups, notably when the Minister of the Economy and
Finance requests its opinion. The Observatory defines the mandate and composition of these groups by absolute
majority. The groups report on their work at each meeting of the Observatory. They may hear all persons who
could provide them with information that is useful to their mandates. The Observatory has set up two standing
working groups: the first is responsible for harmonising and establishing fraud statistics and the second for
ensuring a payment means technology watch.
Given the sensitivity of the data reported to them, the members of the Observatory and its secretariat are
bound by professional secrecy under Article R. 142-25 of the French Monetary and Financial Code and must
therefore maintain the confidentiality of the information that is transmitted to them in the course of their work.
To this end, the Observatory’s rules of procedure stipulate the members’ obligation to make a commitment to
the President to ensure the complete confidentiality of working documents.
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Members of the Observatory

Pursuant to Article R. 142-22 of the Code monétaire et financier (French Monetary and Financial Code), the
members of the Observatory, other than the members of Parliament, those representing the state, the Governor
of the Banque de France and the Secretary General of the Autorité de contrôle prudentiel et de résolution
(ACPR – the French prudential supervision and resolution authority), are appointed for a three-year term by order
of the Minister of the Economy and Finance. The most recent appointment order was issued on 16 June 2017.
President
François Villeroy de Galhau
Governor of the Banque de France

Members of Parliament

Representatives of general government

Éric Bocquet
Senate
Rémy Rebeyrotte
National Assembly

Nominated on the recommendation
of the General Secretariat for Defence
and National Security:
•	The Director General
of the National Cybersecurity Agency of France
or his/her representative:
Guillaume Poupard
Vincent Strubel

Representatives of the General Secretariat
of the ACPR
Édouard Fernandez-Bollo
Secretary General
Nathalie Beaudemoulin
Geoffroy Goffinet

Nominated on the recommendation
of the Minister of the Economy and Finance:
•	The Senior Official for Defence and Security
or his/her representative:
Christian Dufour
Yuksel Aydin
Philippe Papillon
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•	The Head of the Treasury
or his/her representative:
Odile Renaud-Basso
Arnaud Delaunay
•	The Director General for Enterprises
or his/her representative:
Pascal Faure
Loïc Duflot
Geoffroy Hermann
•	The Director General for Competition,
Consumer Affairs and the Punishment
of Fraud Offences
or his/her representative:
Éric Maurus
Madly Meri
Nominated on the recommendation
of the Minister of Justice:
•	The Director for Criminal Affairs and Pardons
or his/her representative:
Guillaume Lefevre-Pontalis
Adélaïde Barry-Delongchamps
Raphaëlle Olive
Nominated on the recommendation
of the Minister of the Interior:
•	The Head of the Central Office for the Fight
against Crimes Linked to Information
and Communication Technologies
or his/her representative:
François-Xavier Masson
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Nominated on the recommendation
of the Minister of Defence:
•	The Director General of the Gendarmerie
nationale or his/her representative:
Nicolas Duvinage
Cyril Piat
Nominated on the recommendation
of the Commission nationale de l’informatique
et des libertés (CNIL):
•	The Head of Economic Affairs
or his/her representative:
Clémence Scottez
David Ruiz

Representatives of issuers
of payment means and operators
of payment systems
Andrée Bertrand
Bureau member
Association française des établissements
de paiement et de monnaie électronique
(Afepame)
Nathalie Chabert
Head of Communications and Institutional Relations
Association française du multimédia mobile
(AFMM)

ANNUAL REPORT OF THE OBSERVATORY FOR THE SECURITY OF PAYMENT MEANS – 2017

APPENDIX 4
Corinne Denaeyer
Head of Market Research
Association française des sociétés financières
(ASF)
Jean-Marie Dragon
Head of Electronic Banking
and Innovative Payments
BNP Paribas (BNPP)
Olivier Durand
Director in charge of Interbank Matters
Office de coordination bancaire et financière
(OCBF)
Caroline Gaye
Director General
American Express France (Amex)
Solveig Honoré Hatton
Vice-President, Business development
MasterCard France
Philippe Laulanie
Executive Director
Groupement des cartes bancaires (GCB)
Philippe Marquetty
Global Head of Payments
and Cash Management Products
Société Générale
Gérard Nébouy
Executive Director
Visa Europe France

Jérôme Raguénês
Head of Digital Solutions and Payment
Fédération bancaire française (FBF)
Caroline Sellier
Head of Risk Management and Fraud Prevention
Natixis Payment Solutions
Jean-Marie Vallée
Chief Executive Officer
STET
Narinda You
Head of Strategy and Market Relations
Crédit agricole

Corporate representatives
Bernard Cohen-Hadad
President of the Business Financing Commission
Confédération des petites
et moyennes entreprises (CPME)
Delphine Kosser-Glories
Head of the Department of Economic Affairs
Mouvement des entreprises de France (Medef)
Christophe Lesobre
President of the electronic banking
and payment means commission
Association française
des trésoriers d’entreprises (Afte)
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Representatives of the Consumer Board
of the French National Consumers’ Council
Mélissa Howard
Lawyer
Association Léo Lagrange pour la défense
des consommateurs (ALLDC)
Morgane Lenain
Lawyer
Union nationale des associations familiales
(Unaf)
Mathieu Robin
Project leader Banking/Insurance
UFC – Que choisir
Hervé Mondange
Lawyer
Association Force ouvrière consommateurs (Afoc)
Ariane Pommery
Lawyer
Association de défense, d’éducation
et d’information du consommateur (Adeic)

Representatives 
of merchants’ professional organisations

Vincent Depriester
Member of the finance group
Fédération du commerce
et de la distribution (FCD)
Philippe Joguet
Correspondent on financial issues
Conseil du commerce de France (CdCF)
Marc Lolivier
General Delegate
Fédération du e-commerce
et de la vente à distance (Fevad)
Philippe Solignac
Vice-President
Chambre de commerce et d’industrie
de Paris – Île de France (CCIP)

Persons chosen for their expertise
Claude France
Chief Operations Officer, France
Worldline
David Naccache
Professor
École normale supérieure (ENS)

Jean-Michel Chanavas
General Delegate
Mercatel
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Methodological approach used
to measure fraud on cashless payment means

General framework
Definition of payment means fraud
In this report, fraud is understood as the illegitimate use of a means of payment or its related data and
any act that contributes to the preparation for their illegitimate use and/or effective illegitimate use:
• resulting in financial loss: for the account-holding bank and/or issuer of the means of payment, the holder of
the means of payment, the lawful beneficiary of the funds (the acceptor and/or creditor), an insurer, a trusted
third party or any party involved in the chain of design, manufacture, transport or distribution of physical or
logical data that could incur civil, commercial or criminal liability;
• by whatever means:
– the methods used to obtain, without lawful reason, the means of payment or related data (theft, taking
possession of the payment means or data, hacking of acceptance devices, etc.),
– the procedures for using the means of payment or related data (payments/withdrawals, face-to-face
or remote payments, via physical use of the means of payment or the related data, etc.),
– the geographical area of issuance or use of the means of payment and related data;
• 
regardless of the identity of the fraudster: a third party, the account holding bank and/or issuer of the
means of payment, the lawful holder of the means of payment, the lawful beneficiary of the funds, a trusted
third party, etc.
In accordance with this definition, the Observatory measures fraud by recording all payment transactions that
have given rise to an entry on the account of at least one of the counterparties of the transaction and which
have subsequently been rejected on fraud-related grounds.
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The following are therefore not recorded as fraud:
• attempted fraud (when the fraud is foiled before the transaction is processed);
• improper use of a means of payment by reason only of insufficient funds and resulting notably in a non-payment;
• the use of a false or stolen identity to open an account and/or obtain a means of payment for the purposes
of making payments.
The Observatory applies a “gross approach” when measuring fraud, which consists in identifying the initial
payment transaction amounts without taking into account any measures that may subsequently be taken by
the counterparties to mitigate the related losses (for instance, the interruption of product delivery or service
provision, out-of-court agreement to reschedule payment in the event of wrongful repudiation of the payment,
damages and interest subsequent to legal proceedings, etc.). In its 2015 Annual Report,1 the Observatory for
Payment Card Security estimated that such measures reduced the gross estimate of card payment fraud by 5%.
The Observatory’s secretariat gathers the fraud data from all relevant institutions, using different approaches depending
on the means of payment (see below). Due to the confidential nature of the personal data gathered, only national
consolidated statistics are made available to the members of the Observatory and presented in its Annual Report.

Types of payment means fraud
In order to analyse payment means fraud, the Observatory has defined four fraud types, bearing in mind that
they do not all apply in the same manner to the various payment instruments:
• fakes (theft, loss, counterfeit): fraud involving the issuance of false payment orders either through a physical
payment instrument (card, chequebook, etc.) that has been lost, stolen or counterfeited, or through the
misappropriation of data or banking credentials;
• falsification: fraud involving the use of a falsified payment instrument (an authentic payment instrument in
which the physical characteristics or related data have been modified by the fraudster or an accomplice) or
of a validly issued payment order to which one or more alterations have been made (amount, currency, name
of the beneficiary, account details of the beneficiary, etc.);
1
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• misappropriation: fraud in which the intention is to use the payment instrument or payment order without
forgery or alteration (for example, the cashing of a non-forged cheque in an account that is not held in the
name of the lawful beneficiary of the cheque);
• replay: fraud involving the wrongful use of a payment instrument by its lawful holder after it has been reported
lost or stolen or through the dispute of a valid payment order by the lawful holder of the payment instrument,
acting in bad faith, or the re-use of a payment order that has already been processed.

Measurement of payment card fraud
Transactions covered
Payment card fraud, as measured in this report, covers payments (face-to-face and remote) and withdrawals
made using a payment card in France and abroad when one of the counterparties to the transaction is considered
to be French (when the issuer is a French financial institution or the acquiring institution is domiciled in France).
No distinction is made as to the nature of the acceptance network (four-party/open2 or three-party/closed3
payment schemes) or card category (debit card, credit card, commercial card or prepaid card).

Source of fraud data
The Observatory gathers payment card fraud data:
• from the CB Bank Card Consortium (Groupement des cartes bancaires CB), MasterCard and Visa for their
members' transactions;
• from three-party card issuers operating in France.

2 Payment card systems that involve a large number of payment service providers, card issuers and payment acquirers.
3 Payment card systems that involve a small number of payment service providers, card issuers and payment acquirers (for example, within a single
banking group).
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Analysis of fraud
Analysis of payment card fraud takes a number of parameters into consideration: type of fraud, payment initiation
channel, geographical area of issuance and use of the card or of the data held on it and, in the case of remote
payments, the merchant’s sector of activity.

Type of payment card fraud
Lost or stolen cards
Intercepted cards

Falsified or counterfeit cards

Misappropriated card numbers
Unallocated card numbers

Forms of fraud
The fraudster uses a lost or stolen credit card, without the lawful cardholder’s knowledge.
The card is intercepted when the issuer sends it to the lawful cardholder. This type of fraud is similar to card loss or theft.
However, the difference is that it is difficult for the lawful cardholder to ascertain that a fraudster is in possession of a card
that belongs to them. In such cases, the fraudster seeks to exploit vulnerabilities in the procedures used to send cards.
Falsification of a payment card consists in modifying an authentic card’s magnetic strip data, embossinga) or programming.
Counterfeiting a card means creating an object that appears to be an authentic payment card and/or is capable of deceiving
an unattended payment terminal (UPT) or a merchant’s payment terminal. In both cases, the fraudster endeavours to create
a card that incorporates the data required to deceive the acceptance system.
A cardholder’s card number is taken without his or her knowledge or created through card number generationb) and used in
remote transactions.
Use of a true card number (or personal account number – PAN) that has not been attributed to a cardholder, generally in
remote transactions.

a) Modification of the raised numbers printed to form the card number.
b) A technique that consists in using issuers’ own rules for creating payment card numbers to generate such numbers.

Card usage channels
Face-to-face payment
Remote payment
Withdrawal

Procedures for use
Payments made at a point of sale or through a UPT, including contactless payments.
Payments carried out online, by mail, by fax or telephone, or any other means.
Cash withdrawals at ATMs.

Geographical area
Domestic transaction
International France  SEPA transaction
International France  non-SEPA transaction
International SEPA  France transaction
International non-SEPA  France transaction
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Description
Both the issuer and the acquirer are established in France. However, for remote payments,
the fraudster may operate from abroad.
The issuer is established in France and the acquirer abroad within SEPA.
The issuer is established in France and the acquirer abroad outside SEPA.
The issuer is established abroad within SEPA and the acquirer in France.
The issuer is established abroad outside SEPA and the acquirer in France.
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Merchant's sector of activity for remote payments
Foodstuffs
Account loading, person-to-person sales
Insurance
General and semi-general trade
Household items
Online gaming
Technical and cultural products
Health, beauty and personal care
Personal and professional services
Telephony and communication
Travel and transportation
Other

Description of sector of activity
Groceries, supermarkets, hypermarkets, etc.
Sites enabling online sales between private individuals, etc.
Insurance policy subscription.
Textiles and apparel, department stores, mail-order sales, private sales, etc.
Sale of furnishings and DIY products.
Online gaming and betting sites.
IT hardware and software, photographic equipment, books, CDs, DVDs, etc.
Sale of pharmaceutical products, personal care products and cosmetics.
Hotels, rental services, box office, charities, office equipment, courier service, etc.
Telecommunication and mobile telephony equipment and services.
Rail, air and sea.

Measurement of credit transfer fraud
Payment instruments covered
Credit transfer fraud, as measured in this report, covers payment orders issued by the debtor – the payer – to
transfer funds from his or her payment account or electronic purse to the account of a third-party beneficiary.
This includes SEPA credit transfers and SEPA instant credit transfers and customer credit transfers issued
via large-value payment systems (notably the Target2 system operated by the national central banks of the
Eurosystem and the pan-European Euro1 private sector system).

Source of fraud data
The data relating to credit transfer fraud is provided by the Banque de France and taken from the annual
mandatory fraud reports filed by authorised payment service providers.4

4 Financial institutions that are authorised to hold payment accounts on behalf of their customers and to issue means of payment, which have the
following statuses within the meaning of French and European regulations:
• credit institutions or equivalent (institutions referred to in Article L. 518-1 of the French Monetary and Financial Code), electronic money institutions
and payment institutions incorporated in France;
• credit institutions, electronic money institutions and payment institutions incorporated abroad that are authorised to operate and are established
in France.
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Analysis of fraud
Credit transfer fraud is analysed by referring to the fraud types, geographical areas of issuance and transfer
destination and the initiation channels used.
The fraudster counterfeits a credit transfer order, forces the lawful account holder to issue a transfer order, or
fraudulently acquires the lawful payer’s online banking credentials in order to initiate a payment order (in this
case, the credentials may be obtained through hacking methods – phishing, malware, etc. – or under duress).

Types of credit transfer fraud

Forms of fraud

Fakes

The fraudster counterfeits a credit transfer order, forces the lawful account holder to issue a transfer order, or fraudulently acquires
the lawful payer’s online banking credentials in order to initiate a payment order (in this case, the credentials may be obtained
through hacking methods – phishing, malware, etc. – or under duress).

Falsification
Misappropriation

The fraudster intercepts and modifies a transfer order or a legitimate remittance document.
Through deception (notably social engineering, which involves impersonating a person with whom the payer has business
dealings: line manager, supplier, bank clerk, etc.), the fraudster induces the lawful account holder to issue a transfer order in
due form.

Geographical area of issuance and
credit transfer destination
Domestic transfer
European transfer
Non-SEPA transfer

Description
Transfer issued from an account held in France towards an account held in France.
Transfer issued from an account held in France towards an account held in another SEPA country.
Transfer issued from an account held in France towards an account held in a non-SEPA country.

Initiation channels used
Paper
Online
Telematics

Procedures for use
Transfer orders sent using mail, forms, email, fax or phone.
Transfer orders sent via an online bank or a mobile payment application.
Transfer orders sent via electronic channels other than online banking and mobile payment application channels, such as
the EBICS (Electronic Banking Internet Communication Standard) system (interbank communication channel through which
businesses can exchange automated data files with banks).

Measurement of direct debit fraud
Payment instruments covered
Direct debit fraud, as measured in this report, covers payment orders given by a creditor to their payment
service provider for them to debit the account of a debtor, in accordance with the authorisation (or direct debit
mandate) signed by the debtor. This category is made up of SEPA direct debits.
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Source of fraud data
The data relating to direct debit fraud is provided by the Banque de France and taken from the annual mandatory
fraud reports filed by authorised payment service providers.

Analysis of fraud
Direct debit fraud is analysed by referring to the fraud types, geographical areas of issuance and direct debit
destination and the authorisation channels used.

Types of direct debit fraud
Fakes
Misappropriation
Replay

Geographical area of issuance and
direct debit destination
Domestic direct debit
European direct debit
Non-SEPA direct debit

Initiation channels used
Paper
Online
Telematics

Forms of fraud
The creditor-fraudster originates direct debit instructions using illegally obtained account numbers, without any authorisation or
underlying economic reality.
The payer-fraudster steals the identity and IBAN of a third party to sign a direct debit mandate on an account that does not
belong to him or her.
The creditor-fraudster knowingly originates direct debits that have already been issued (that have either already been settled or
rejected, for instance following a request by the payer to block the transaction).

Description
Direct debit instruction originated by a creditor whose account is held in France for payment from an account held in France.
Direct debit instruction originated by a creditor whose account is held in France for payment from an account held in another
SEPA country.
Direct debit instruction originated by a creditor whose account is held in France for payment from an account held in
a non‑SEPA country.

Procedures for use
Direct debit mandates sent using mail, forms, email, fax or phone.
Direct debit mandates sent via an online bank or a mobile payment application.
Direct debit mandates sent via electronic channels other than online banking and mobile payment application channels.
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Measurement of cheque fraud
Unlike other cashless payment means, cheques only exist in paper form and the payer’s signature is the only
means of authentication by his or her bank. This makes it impossible for banks to put automatic authentication
systems in place before payment.

Scope of fraud
Cheque fraud, as measured in this report, covers cheques payable in France, in euro or a foreign currency (in this
case, the cheque is drawn on a payment account held in a foreign currency), falling within the legal framework
set forth in Articles L. 131-1 to 88 of the French Monetary and Financial Code. This specifically concerns
cheques drawn by the customers of a bank on accounts that are held by that bank and cheques received from
the customers of a bank for deposit on such accounts.
This definition encompasses the following payment orders: bank cheques, banker’s drafts, cheque-letters for
businesses and titres de travail simplifiés (TTS – simplified employment cheques for small businesses). It does
not include travellers' cheques or special payment vouchers referred to in Article L. 525-4 of the French Monetary
and Financial Code, such as holiday vouchers, luncheon vouchers, culture cheques and chèques emploi-service
universels (CESU – universal employment service vouchers), which span a variety of categories and can only
be used for specific products and services or in a small number of acceptance networks.

Sources of fraud data
The data relating to cheque fraud is provided by the Banque de France and taken from the annual mandatory
fraud reports filed by authorised payment service providers. These payment service providers either report as
the financial institution that receives cheques to be cashed from their customers (the collecting bank) or as the
institution that holds the payer’s account (the paying bank).

Analysis of fraud data
Cheque fraud data are analysed by referring to the main fraud types defined by the Observatory.
The following table summarises the typology of the most common forms of fraud observed.
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Types of cheque fraud
Fakes (theft, loss,
counterfeit or apocryphal) a)

Falsification
Misappropriation/replay

Forms of fraud
Use by the fraudster of a cheque that has been lost by or stolen from the lawful owner, which
carries a forged signature that corresponds to neither the signature of the account holder or of their
authorised representative.
Unlawful issuance of a cheque by a fraudster using a blank cheque specimenb) (including transactions
carried out under duress by the legitimate account holder).
Fake cheque entirely fabricated by the fraudster to be drawn on an existing or fake bank.
Valid cheque intercepted by a fraudster who deliberately alters it by scratching, over-writing or erasing
the information contained on it.
Re-cashing of a cheque that was lost or stolen after being cleared in the payment systems.
Lost or stolen valid cheque, intercepted en route to the beneficiary and cashed on an account other than
that of the lawful beneficiary. The cheque specimen is correct, the name of the beneficiary unchanged
and the MICR (Magnetic Ink Character Recognition) line of numbers and characters at the bottom is
valid, as is the customer’s signature.
Deliberate issuance of a cheque by the account holder after a request to block the cheque.

Reporting bank
Collecting bank

Paying bank

a) Apocryphal: a term that some banks use to qualify a document that is of doubtful authenticity.
b) Blank cheque specimen: made available to the customer by the account-holding bank.

Measurement of trade bill fraud
Payment instruments covered
Trade bill fraud, as measured in this report, covers two payment instruments:
• truncated bills of exchange: payment instruments in paper or electronic form by means of which the payer
(generally the supplier) issues an order for the debtor (its customer) to pay it a particular sum of money;
• truncated promissory notes: electronic payment orders by means of which the payer acknowledges its liability
towards the beneficiary and undertakes to pay a certain sum of money by a certain date, both of which are
specified on the note.

Types and source of fraud data
The types of trade bill fraud are the same as those defined for cheques.
The data relating to trade bill fraud is provided by the Banque de France and taken from the annual mandatory
fraud reports filed by authorised payment service providers. These payment service providers either report as
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the financial institution that receives trade bills to be honoured from their customers (the collecting bank) or
as the institution that holds the payer’s account (the paying bank).

Specific provisions relating to fraud on e-money transactions
Electronic money is a monetary value that is stored in electronic form, representing a claim on the issuer, which
must be pre-charged using another payment instrument, and can be accepted as payment by a natural person
or legal entity other than the electronic money issuer.
Electronic money can be stored in two ways:
• physically, for instance on prepaid cards;
• online, in accounts held by the issuing bank.
The Observatory incorporates the measurement of e-money fraud into its measurement of fraud involving:
• payment cards, when the e-money is stored in physical form (prepaid cards);
• credit transfers, when the e-money is stored in online accounts.

102

ANNUAL REPORT OF THE OBSERVATORY FOR THE SECURITY OF PAYMENT MEANS – 2017

APPENDIX 6

A6

Statistics

Note from the Editor: due to ex-post adjustments at the time the 2017 data was collected, certain data for 2016
presented in Chapter 2 and in this appendix differ from those published in the Observatory’s 2016 annual report.
The corrections concern the breakdown of card payments between face-to-face and remote payments.

Overview
T1 Cashless payment means used in France in 2017
(number in millions, amount in EUR millions, average amount in EUR, change in %)

Number of transactions
2017
Change
2017/2016
12,581
+13
4,091
+3
3,870
+3
10
+5
1,927
-10
81
-2
55
+45
22,605
+7
1,481
-1
24,086
+7

Card paymentsa)
Direct debits
Credit transfers
o/w LVTb)
Cheques
Trade bills
E-money
Total
Card withdrawalsa)
Total transactions

Transaction amounts
2017
Change
2017/2016
530
+6
1,579
+6
24,069
+2
9,482
-6
1,002
-7
260
-2
1
+52
27,441
+2
135
+4
27,576
+2

Average
amount
42
386
6,220
977,085
520
3,217
16
1,213
91
1,145

Source: Observatory for the Security of Payment Means.
a) Cards issued in France only.
b) LVT: large-value transfers, issued via large-value payment systems (Target2, Euro1). Professional payments only.

T2 Breakdown of payment means fraud in amount and volume in 2017
(amount in EUR, volume in units, share in %, average amount in EUR)

Amount
2017
318,126,046
296,072,847
78,286,492
8,753,357
153,100
701,391,842
42,455,967
743,847,809

Card paymentsa)
Cheques
Trade bills
Direct debits
Commercial papers
Total payments
Card withdrawalsa)
Total transactions

Volume
Share
43
40
10
1
0
94
6
100

2017
4,749,201
114,906
4,642
25,806
3
4,894,558
189,730
5,084,288

Share
93
2
0
1
0
96
4
100

Average
amount
67
2,577
16,864
339
51,033
143
224
146

Source: Observatory for the Security of Payment Means.
a) Cards issued in France only.
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Fraud statistics for payment cards
The Observatory gathers payment card fraud data from:
• the 120 members of the CB Bank Card Consortium, through the consortium, MasterCard and Visa Europe France;
• 9 three-party card issuers: American Express, Oney Bank, BNP Paribas Personal Finance (Aurore, Cetelem
and Cofinoga), Crédit Agricole Consumer Finance (Finaref and Sofinco), Cofidis, Diners Club, Franfinance,
JCB and UnionPay.
In 2017, there were 86 million cards in circulation, of which:
• 76.1 million four-party cards («CB», MasterCard, Visa, etc.);
• 9.9 million three-party cards.
Around 1,213,000 cards were cancelled as they were reported lost or stolen1 in 2017.

1 Cards reported lost or stolen and for which at least one fraudulent transaction was recorded.
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T3 The payment card market in France – Issuance
(volume in millions, value in EUR billion)

French issuer,
French acquirer
Volume
Value
Four-party cards
Face-to-face payments and UPT
Remote payments excluding online
Remote payments online
Withdrawals
Sub-total
Three-party cards
Face-to-face payments and UPT
Remote payments excluding online
Remote payments online
Withdrawals
Sub-total
Total

French issuer,
foreign SEPA acquirer
Volume
Value

French issuer,
foreign non-SEPA acquirer
Volume
Value

10,521.34
22.09
1,257.26
1,426.30
13,226.99

395.5
1.63
78.27
128.12
603.52

256.74
12
220.11
32.30
521.15

12.89
0.96
13.19
3.57
30.61

52.86
7.28
67.16
20.6
147.90

4.06
0.52
2.96
3.04
10.58

124.31
4.20
10.82
2.28
141.60
13,368.59

14.07
0.44
1.87
0.20
16.58
620.10

8.64
2.95
5.90
0.00
17.49
538.64

1.16
0.04
0.92
0.00
2.12
32.73

6.03
0.25
1.14
0.00
7.42
155.32

1.01
0.03
0.19
0.00
1.23
11.81

Source: Observatory for the Security of Payment Means.

T4 The payment card market in France – Acceptance
(volume in millions, value in EUR billion)

French issuer,
French acquirer
Volume
Value
Four-party cards
Face-to-face payments and UPT
Remote payments excluding online
Remote payments online
Withdrawals
Sub-total
Three-party cards
Face-to-face payments and UPT
Remote payments excluding online
Remote payments online
Withdrawals
Sub-total
Total

Foreign SEPA issuer,
French acquirer
Volume
Value

Foreign non-SEPA issuer,
French acquirer
Volume
Value

10,521.34
22.09
1,257.26
1,426.30
13,226.99

395.50
1.63
78.27
128.12
603.52

329.12
9.66
64.27
23.63
426.68

17.64
1.56
6.44
3.94
29.57

81.64
4.99
22.15
7.69
116.47

7.66
1.33
3.44
1.83
14.26

124.31
4.20
10.82
2.28
141.60
13,368.59

14.07
0.44
1.87
0.20
16.58
620.11

9.49
0.40
2.04
0.00
11.93
438.61

1.63
0.02
0.29
0.00
1.94
31.51

10.33
0.23
0.82
0.62
12.00
128.47

4.44
0.00
0.22
0.28
4.94
19.19

Source: Observatory for the Security of Payment Means.
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T5 Breakdown of fraud by card type
(rate in %, amount in brackets in EUR millions)

Four-party cards
Three-party cards
Total

2012
0.080 (434.4)
0.076
(16.3)
0.080 (450.7)

2013
0.080 (455.8)
0.065
(14.0)
0.080 (469.9)

Fraud rate (and amount)
2014
2015
0.080 (486.4)
0.083 (507.2)
0.062
(14.2)
0.068
(15.5)
0.080 (500.6)
0.082 (522.7)

2016
0.077 (504.0)
0.060
(13.5)
0.077 (517.5)

2017
0.066 (459.3)
0.043
(11.6)
0.065 (467.0)

Source: Observatory for the Security of Payment Means.

T6 Geographical breakdown of fraud
(rate in %, amount in brackets in EUR millions)

Domestic transactions
International transactions
o/w French card and non-SEPA acceptor
o/w French card and SEPA acceptor
o/w foreign non-SEPA card and French acceptor
o/w foreign SEPA card and French acceptor
Total

2012
0.045 (226.4)
0.380 (224.3)
0.759 (62.5)
0.316 (56.3)
0.639 (78.2)
0.132
(27.3)
0.080 (450.7)

2013
0.046 (238.6)
0.350 (231.3)
0.688 (70.2)
0.366
(67.9)
0.404 (64.1)
0.135 (29.1)
0.080 (469.9)

Fraud rate (and amount)
2014
2015
0.043 (234.6) 0.040 (225.0)
0.316 (266.0) 0.372 (297.9)
0.636 (70.0) 0.692 (74.5)
0.374 (91.0) 0.459 (116.8)
0.336 (65.6) 0.353 (69.7)
0.134 (39.3) 0.153 (36.9)
0.080 (500.6) 0.082 (522.9)

2016
0.037 (217.2)
0.353 (300.3)
0.713 (68.0)
0.370 (113.9)
0.449 (73.7)
0.158 (44.7)
0.077 (517.5)

2017
0.032 (199.7)
0.281 (267.3)
0.511 (60.3)
0.308 (100.7)
0.386 (74.1)
0.102 (32.3)
0.066 (467.0)

2013
0.050 (199.9)
0.013 (45.8)
0.269 (154.2)
1.122 (29.2)
0.229 (125.0)
0.033 (38.6)
0.046 (238.6)

Fraud rate (and amount)
2014
2015
0.046 (193.2) 0.043 (185.1)
0.010
(37.1) 0.009 (34.7)
0.248 (156.0) 0.228 (150.4)
0.147
(2.8)a) 0.208
(5.1)
0.251 (153.2)a) 0.229 (145.3)
0.034 (41.5) 0.033 (39.9)
0.043 (234.6) 0.040 (225.0)

2016
0.039 (181.5)
0.007 (29.2)
0.210 (152.3)
0.176
(5.8)
0.211 (146.5)
0.029 (35.7)
0.037 (217.2)

2017
0.034 (165.1)
0.008 (33.1)
0.161 (132.0)
0.218
(4.5)
0.159 (127.5)
0.027 (34.6)
0.032 (199.7)

Source: Observatory for the Security of Payment Means.

T7 Breakdown of domestic fraud by transaction type
(rate in %, amount in brackets in EUR millions)

Payments
o/w face-to-face and UPT
o/w remote
o/w– o/w by post/phone
o/w– o/w online
Withdrawals
Total

2012
0.049 (190.0)
0.015 (51.2)
0.299 (138.8)
0.338 (29.4)
0.290 (109.4)
0.031 (36.4)
0.045 (226.4)

Source: Observatory for the Security of Payment Means.
a) The substantial decline between 2013 and 2014 in the amount of fraud in remote payments made by post or phone and the corresponding increase in the amount for online payments are
largely attributable to a change in the statistical methodology used by the CB Bank Card Consortium. A slight adjustment was also made in 2015. See the 2014 Annual Report for more details.
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T8 Breakdown of international fraud by transaction type – French cards
(rate in %, amount in brackets in EUR millions)

2013
French card – Foreign non-SEPA acceptor
Payments
o/w face-to-face and UPT
o/w remote
o/w– o/w by post/phone
o/w– o/w online
Withdrawals
Total
French card – Foreign SEPA acceptor
Payments
o/w face-to-face and UPT
o/w remote
o/w – o/w by post/phone
o/w – o/w online
Withdrawals
Total

2014

Fraud rate (and amount)
2015

2016

2017

0.547
0.377
0.848
1.234
0.755
1.054
0.688

(40.3)
(17.7)
(22.6)
(6.4)
(16.2)
(29.9)
(70.2)

0.532
0.350
0.960
4.955
0.682
0.890
0.636

(41.7)
(19.2)
(22.5)
(7.5)
(14.9)
(28.3)
(70.0)

0.735 (56.3)
0.509 (25.8)
1.174 (30.5)
2.345 (9.5)
0.959 (21.1)
0.586 (18.1)
0.692 (74.5)

0.862 (56.2)
0.485 (23.0)
1.862 (33.3)
2.783 (9.4)
1.648 (23.9)
0.390 (11.8)
0.713 (68.0)

0.608 (53.4)
0.252 (12.7)
1.096 (40.6)
1.499 (8.4)
1.025 (32.3)
0.229
(7.0)
0.511 (60.3)

0.434
0.089
0.937
1.566
0.856
0.036
0.366

(66.8)
(8.2)
(58.6)
(11.3)
(47.3)
(1.1)
(67.9)

0.434
0.067
0.910
1.317
0.856
0.033
0.374

(89.8)
(7.8)
(82.0)
(13.9)
(68.1)
(1.2)
(91.0)

0.526 (115.7)
0.071 (8.0)
1.004 (107.7)
1.399 (18.7)
0.948 (89.0)
0.033
(1.1)
0.459 (116.8)

0.422 (112.9)
0.066 (8.4)
0.754 (104.5)
1.317 (19.7)
0.687 (84.9)
0.024 (0.9)
0.370 (113.8)

0.342 (99.8)
0.075 (10.5)
0.591 (89.2)
1.489 (14.9)
0.527 (74.4)
0.025 (0.9)
0.308 (100.7)

Fraud rate (and amount)
2015

2016

2017

Source: Observatory for the Security of Payment Means.

T9 Breakdown of international fraud by transaction type – Foreign cards
(rate in %, amount in brackets in EUR millions)

2013
Foreign non-SEPA card – French acceptor
Payments
o/w face-to-face and UPT
o/w remote
o/w– o/w by post/phone
o/w– o/w online
Withdrawals
Total
Foreign SEPA card – French acceptor
Payments
o/w face-to-face and UPT
o/w remote
o/w– o/w by post/phone
o/w– o/w online
Withdrawals
Total

0.451
0.230
1.268
0.930
1.436
0.051
0.404

(63.2)
(25.3)
(37.9)
(9.2)
(28.7)
(0.9)
(64.1)

0.158 (28.2)
0.039 (4.9)

2014
0.380
0.162
1.213
1.018
1.265
0.026
0.336

(65.0)
(21.9)
(43.1)
(7.7)
(35.4)
(0.6)
(65.6)

0.156 (38.5)
0.026 (5.1)

0.391
0.168
1.185
1.159
1.193
0.069
0.353

(68.1)
(22.8)
(45.3)
(10.8)
(34.5)
(1.6)
(69.7)

0.175 (36.0)
0.033 (4.8)

0.507
0.169
1.341
1.748
1.206
0.024
0.449

(73.2)
(17.4)
(55.8)
(18.2)
(37.7)
(0.5)
(73.7)

0.178 (43.8)
0.024 (3.7)

0.429
0.135
1.143
1.488
1.017
0.038
0.386

(73.3)
(16.3)
(57.0)
(19.8)
(37.2)
(0.8)
(74.1)

0.114 (31.5)
0.018 (3.5)

0.458 (23.2)

0.476 (33.1)

0.528 (31.3)

0.456 (40.0)

0.337 (28.0)

0.308 (3.8)
0.506 (19.4)
0.025 (0.9)

0.397 (4.8)
0.492 (28.6)
0.018 (0.9)

0.734 (7.7)
0.484 (23.6)
0.025 (0.9)

0.695 (11.0)
0.403 (29.0)
0.024 (0.9)

0.564 (8.9)
0.284 (19.1)
0.019 (0.7)

0.135 (29.1)

0.134 (39.3)

0.153 (36.9)

0.158 (44.7)

0.102 (32.3)

Source: Observatory for the Security of Payment Means.
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T10 Breakdown of domestic fraud by fraud type and by type of card
(amount in EUR millions, share in %)

2017
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Total

All card types
Amount
Share
64.2
32.2
0.9
0.4
1.2
0.6
132.0
66.1
1.4
0.7
199.7
100.0

Four-party cards
Amount
Share
63.8
32.5
0.6
0.3
1.0
0.5
130.9
66.6
0.2
0.1
196.5
100.0

Three-party cards
Amount
Share
0.4
14.1
0.3
9.9
0.2
4.9
1.1
33.5
1.2
37.6
3.2
100.0

Source: Observatory for the Security of Payment Means.

T11 Breakdown of four-party card fraud by type of transaction, fraud type and geographical zone – Issuance
(volume in thousands, value in EUR thousands)

Face-to-face payments and UPT
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Remote payments excluding online
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Remote payments online
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Withdrawals
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Total

French issuer,
French acquirer
Volume
Value
720.0
31,257.1
694.3
30,128.1
9.8
371.0
13.5
562.4
0.7
113.2
1.7
82.4
35.7
3,911.7
0.2
4.7
0.0
0.2
0.0
4.1
35.3
3,896.3
0.2
6.5
1,747.7
126,919.3
0.6
22.3
0.0
0.1
0.1
5.7
1,746.6
126,879.4
0.2
11.9
132.6
34,395.8
118.7
33,629.5
0.7
197.9
12.4
469.2
0.0
1.1
0.8
98.0
2,636.0
196,483.9

French issuer,
foreign SEPA acquirer
Volume
Value
137.1
10,046.8
60.0
3,926.8
0.5
54.0
14.8
1,900.4
54.0
3,439.9
7.8
725.7
189.6
14,440.3
10.5
1,625.1
0.1
6.0
4.5
349.3
174.1
12,430.9
0.4
29.1
1,264.7
73,381.8
42.9
2,880.2
0.3
21.3
20.9
1,456.9
1,198.7
68,866.8
1.9
156.6
4.4
889.3
3.0
681.8
0.0
3.2
0.8
121.1
0.1
9.7
0.5
73.6
1,595.8
98,758.2

Source: Observatory for the Security of Payment Means.
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French issuer,
foreign non-SEPA acquirer
Volume
Value
81.6
12,205.2
16.8
2,643.6
0.1
11.5
46.0
6,802.4
11.9
1,866.7
6.8
881.0
59.8
8,095.6
4.7
700.5
0.1
4.5
1.7
280.4
53.0
7,087.5
0.3
22.7
472.3
31,799.8
19.6
1,376.8
0.2
16.8
10.6
863.5
438.4
29,369.3
3.5
173.4
51.5
6,967.8
3.7
579.8
0.1
8.5
45.5
6,089.3
0.6
79.9
1.6
210.3
665.1
59,068.3

APPENDIX 6
T12 Breakdown of four-party card fraud by type of transaction, fraud type and geographical zone – Acceptance
(volume in thousands, value in EUR thousands)

French issuer,
French acquirer
Volume
Value
720.0
31,257.1
694.3
30,128.1
9.8
371.0
13.5
562.4
0.7
113.2
1.82
82.4
35.7
3,911.7
0.2
4.6
0.0
0.2
0.0
4.1
35.3
3,896.3
0.2
6.5
1,747.7
126,919.3
0.6
22.2
0.0
0.1
0.1
5.7
1,746.6
126,879.4
0.3
11.9
132.6
34,395.8
118.7
33,629.6
0.7
197.9
12.4
469.2
0.0
1.1
0.8
98.0
2,636.0
196,483.9

Face-to-face payments and UPT
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Remote payments excluding online
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Remote payments online
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Withdrawals
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Total

Foreign SEPA issuer,
French acquirer
Volume
Value
26.8
3,347.1
15.2
1,851.4
0.4
41.8
2.8
235.5
7.6
894.3
0.8
324.1
29.6
8,413.3
0.9
142.7
0.0
12.4
1.3
372.5
27.3
7,865.1
0.1
20.6
119.8
18,564.6
2.2
237.9
0.1
25.4
2.3
303.4
114.4
17,771.3
0.8
226.6
3.2
749.4
3.0
698.5
0.0
6.6
0.1
22.9
0.1
13.0
0.0
8.4
179.5
31,074.3

Foreign non-SEPA issuer,
French acquirer
Volume
Value
66.7
14,761.5
24.8
6,063.1
0.2
70.4
30.2
5,390.9
10.3
2,311.9
1.2
925.2
42.9
18,535.2
1.8
509.5
0.0
12.6
2.4
782.0
38.5
17,148.0
0.2
83.1
192.0
36,023.5
8.5
1,086.0
0.2
30.2
13.2
2,085.4
168.1
32,233.8
2.0
588.0
2.2
669.5
0.9
247.7
0.0
2.8
1.0
248.1
0.2
57.4
0.1
113.5
303.9
69,989.6

Source: Observatory for the Security of Payment Means.
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APPENDIX 6
T13 Breakdown of three-party card fraud by type of transaction, fraud type and geographical zone – Issuance
(volume in thousands, value in EUR thousands)

Face-to-face payments and UPT
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Remote payments excluding online
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Remote payments online
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Withdrawals
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Total

French issuer,
French acquirer
Volume
Value
3.6
1,815.5
0.9
253.8
0.8
254.8
0.1
147.6
0.3
40.6
1.5
1,118.7
2.3
597.2
0.1
6.2
0.0
3.0
0.0
5.7
2.1
527.5
0.1
54.8
1.7
585.6
0.1
33.4
0.0
15.7
0.0
3.3
1.5
504.1
0.1
29.1
1.3
203.1
1.1
159.0
0.2
42.1
0.0
0.9
0.0
1.1
0.0
0.0
8.9
3,201.3

French issuer,
foreign SEPA acquirer
Volume
Value
1.1
479.1
0.3
47.7
0.1
91.0
0.2
105.5
0.4
220.7
0.1
14.2
8.6
414.9
0.2
8.7
0.0
0.4
0.1
17.1
8.3
380.6
0.0
8.1
13.7
999.8
0.1
4.5
0.0
1.4
0.1
3.4
13.4
968.7
0.1
21.8
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
23.4
1,893.8

Source: Observatory for the Security of Payment Means.
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French issuer,
foreign non-SEPA acquirer
Volume
Value
3.3
533.8
0.7
202.7
0.0
1.7
2.0
161.9
0.5
160.4
0.1
7.1
2.9
263.9
0.0
3.1
0.0
0.0
0.1
12.9
2.8
244.7
0.0
3.2
3.5
459.6
0.0
1.7
0.0
0.1
0.0
12.0
3.5
443.6
0.0
2.2
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
9.7
1,257.3

APPENDIX 6
T14 Breakdown of third-party card fraud by type of transaction, fraud type and geographical zone – Acceptance
(volume in thousands, value in EUR thousands)

French issuer,
French acquirer
Volume
Value
3.6
1,815.5
0.9
253.8
0.8
254.8
0.1
147.6
0.3
40.6
1.5
1,118.7
2.3
597.2
0.1
6.2
0.0
3.0
0.0
5.7
2.0
527.5
0.2
54.8
1.7
585.6
0.1
33.4
0.0
15.7
0.0
3.3
1.5
504.1
0.1
29.1
1.3
203.1
1.1
159.0
0.2
42.1
0.0
0.9
0.0
1.1
0.0
0.0
8.9
3,201.3

Face-to-face payments and UPT
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Remote payments excluding online
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Remote payments online
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Withdrawals
Lost or stolen cards
Intercepted cards
Forged or counterfeit cards
Misappropriated card numbers
Other
Total

Foreign SEPA issuer,
French acquirer
Volume
Value
0.7
167.5
0.2
55.9
0.2
26.7
0.1
33.9
0.1
39.0
0.1
12.0
0.9
483.9
0.0
16.2
0.0
6.1
0.0
11.6
0.9
450.0
0.0
0.0
1.5
527.2
0.0
3.6
0.0
3.7
0.1
19.0
1.4
490.8
0.0
10.1
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
3.2
1,178.6

Foreign non-SEPA issuer,
French acquirer
Volume
Value
3.2
1,546.8
0.8
498.2
0.0
15.1
1.9
861.5
0.3
90.6
0.2
81.3
2.7
1,238.9
0.1
21.5
0.0
1.0
0.3
128.9
2.2
1,053.5
0.1
34.0
4.2
1,160.7
0.2
61.6
0.0
9.8
0.3
149.9
3.7
929.0
0.0
10.4
0.4
141.1
0.0
3.7
0.0
0.0
0.4
135.7
0.0
0.0
0.0
1.7
10.5
4,087.5

Source: Observatory for the Security of Payment Means.

ANNUAL REPORT OF THE OBSERVATORY FOR THE SECURITY OF PAYMENT MEANS – 2017

111

APPENDIX 6

Fraud statistics for credit transfers
T15 Geographical breakdown of credit transfer fraud
(amount in EUR, share in %)

2017
Amount
26,376,140
37,774,404
14,135,948
78,286,492

France
SEPA outside France
Non-SEPA
Total

Share
34
48
18
100

Source: Observatory for the Security of Payment Means.

Fraud statistics for direct debits
T16 Geographical breakdown of direct debit fraud
(amount in EUR, share in %)

2017
Amount
8,650,490
75,913
8,726,403

France
SEPA outside France
Total

Share
99
1
100

Source: Observatory for the Security of Payment Means.

Fraud statistics for cheques
T17 Breakdown by fraud type in 2017
(amount in EUR, share of amount in %, volume in units, average amount in EUR)

Misappropriation, replay
Theft, loss (fake, apocryphal)
Counterfeiting
Falsification
Total

Amount
10,002,809
130,815,653
28,097,173
127,157,212
296,072,847

Share
3
44
10
43
100

Volume
1,946
89,988
7,234
15,738
114,906

Source: Observatory for the Security of Payment Means.
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Average amount
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